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̡̱̘̟̖̔ 

ľ̜  ̤̥ ʨț  

A. ̢ĸǭ̜Ǭ ɖʨˆɺ ̘̩̠̖ ˳̘ľ̜ (Access Control Measures ) ̤˿̨̤ Ĺʛ̜. 

1. ɽ̟̘̞̔ĸ ˮ̩̟̱̞̕Ȥ Administratorôs login ˹˿ ˆ̟ĸʽ̒ Ĺʛ̜. 

2.  ȥ  ˄ɖʨˆɺ ̘̩̠̖ ̘Ȉ̕ǭ̞ĸ(Access Control System) ̡̘Ǭ̡̩̱̖́ ̞̩̜. 

̘ʚʳ̠˿ ŗǝɺ ̥̪˄̟ʩ̜. 

̘ʚʳ̠˿ ˿ǚ̩̞̎ɺ (User Groups) ̥̪˄̟ʩ̜ : 

̘ʚʳ̠˿ ɖʨˆɺ ̜ƶ̌ɺ (User Access Levels ) ̥̪˄̟ʩ̜  

˭̡̤̟̞Ȥ(Permissions) ̥̪˄̟ʩ̜  

3. Ȉʨ ̜˫ ̤̒ʓ̩̘̖̞ (Two Factor Authentication)  Ŀ̞̩Ǭ̜˿ Ĺʛ̜. 

4. ɖʨˆɺ ˳Ǭ̤̩̥̞Ȥ ˄̜̩ Ĺʛ̜. 

5. ̱ ̡ɧ ˭̎ʨ̞ ̤̗̥̩ CAPTCHA ̤ Ŀ̞  Ĺʛ̜. 

6. Administratorôs login ˹˿̌ ˯ǯ˘ʩ̜ ̥Ƚ̖̩́Ǭ  URL (Whitelisted URLs)̡̠̌ ̘̜̐ĸ ˅̜̩ 

Ĺʛ̜  

B. Joomla ̱  extensions, Components ̤̥  Templates 

1. ˭ ̩̦̔ extensions , components ̤  ̥templates ̞ ̡̩Ǭ˿̩ʡ̖ Ĺʛ̜ 

2. ˄ ̞̆  ̜extensions, components ̤  ̥templates ̘ ˆ ȥʛĸ̣̞̐  

3.  ˮ̟ĸ̣˿ Extensions ̛ ̩ʨ̞̒ 

C. ȥ̟Ȥ̟̒ ˳̨̘̤̓ (Backup) Ĺʛɺ ˄Ȏ Ĺʛ̜ 

Part 1 : Database Backup  

Part 2 : Joomla ̡̱ɧ ˭̎ʨ̱ʍ File System ˹ ˿ Backup Ĺʛ ̜

D. Web Hosting Ĺʛ̱ɺȍ ˮ̟ĸ̡̣̩. 

1. Hosting ̘ ̥ˆ˿̜ ̠̩̱̔̚Ȥ̖̩. 

2. Shared Servers 

3. ˼ ̱ɧ  server ˹˿̌ SSL ̤ Ŀ̞  Ĺʛ̜ 

E.  ̡̱ɧ ˭̎ʨ̞ ȥ̟Ȥ̟̒ ˭Ȝĸ̣̞̐  

F.. Joomla ˮ ̟ĸ̣̐ ȥ̱ʧ̖̔ ̡̠̌ ʡ̞̩̘Ȍ˫Ż ʩ  ̜

G. ̱ ̤ʪɺ ̞Ȥǲ ̥̟̥̩ ̘̥ˆ̡̱Ȥ ̱̤ˡ̞̩́̒ ̥̪Ĺ ̡̱ɧ ʡɖ̖̞Ȥ (URLs) ̛̩ʨ̩̒ Ĺʛ̜. 

H. Web application firewall ˹ ˿ĸ ̛̩ʨ̒ Ĺʛ̜. 

I. ̱́ˡȧ ̤̥ ̡̖̩̜̩ʡ ˮ̟ĸ̣̩ ˿̟ ̪́Ȧ̜. 

1. log ̤  ̥tmp files ̡  ̠path ̡̨̱̖̤ Ĺʛ̜ 

2. ˭ ̡̢̖ʓ files  ˱̡ Ǭ Ĺʛ̜ 

2.1 XML-RPC server ˹ ˿ ˭Ŀ̞ Ĺʛ̜ 

2.2. ˳ ǋ́̒(upload) Ĺʛ̱̜Ȥ ̘ˆ̡ ̜˿̩̪̔ɼɺ ̤̥ ɖʚ˄ȎĹʚ̜. 
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           3. ̖ ̡̩̜̩ʡ ɽ̟̘̔(directory passwords)  ̡̠ ˮ̟ĸ̡̣̩. 

J.  Joomla table prefix ̱ ̡̨̖̤ Ĺʛ̜. 

̡̱̘̟̖̔ 

̡̱ɧ ˭̎ʨ ̡̠̌ ɛ̥̩̟ ˹ʠ̠ ʩ̱ɺ ˭̡̩̖̜̔ ̤̫̜ ʨ̌˿̜ ̡̘ǭ̖ ̪̚ʨȤ,  ˹ ̜ ɛ̥̩̟̩Ǭ̜˿ ˳̘ľ̜ ̪̖́ 
ȥ̟Ȥ̟̱̞̒Ȥ ˭̕ʓ̞̖̞ ˿̟ɻȤ ˺̡̩ ̱˿̱̟ˍ ˯ǭ ˮ̟ĸ̡̣̩ ̥̪̜ ʨ̜̌ ̡̪ǉ ˿̠ ʐǯ̞. ̱̜̞, ˹̡̪ȥ 
ȥ̟Ȥ̟̱̞̒Ȥ ˄Ȏ̡̖ ̤ʎ̚ʗ ɛ̥̩̟ ̡ʡȤ ̜̒ ̡̱ɧ ˭̎ʨ̞ ˮ̟ĸ̣̩ ˿̟̪́Ȧ̜ ̤̗̥ ̩˭ ȧ̜̖̞́ ˿̠ ʐǯ 
˳̘ľ̜ ɖ˖̡̗̚  Joomla ̛̩ʨ̒ ˿̟Ȥ̖Ȥ̌ ˭̡̢ʓ ˄̞ʣ ̪̔ȧ̜ ʨ̨̤̟̩̒Ǭ̜˿̡ ̠̩̚ ȍ̜ ˳̱̤̩̔ ɖʡ̱̞̠ 
̱˿ʜ̐Ĺ.  
 

ľ̜  ̤̥ ʨț 
 

A. A. ̢ĸǭ̜Ǭ ɖʨˆɺ ̘̩̠̖ ˳̘ľ̜ (Access Control Measures ) ̤˿̨̤ 

Ĺʛ̜. 

 

 

1. ɽ̟̘̞̔ĸ ˮ̩̟̱̞̕Ȥ Administratorôs login ˹˿ ˆ̟ĸʽ̒ Ĺʛ̜. 

 
Administrator ̱ Ŗ login ˹ ˿ ̤̗̥̩ ˮ̟ɺ̛̱ʍȍ̜ ̠̩̱̖̔̚  default password ˹ ˿ ˺ ˮ˿̩̟̞̜̌ ̩̒̚ 

̪́Ȧ̜ (̱̚ˡ̱̥ˢ Ȏ̟̌ óadminô ̱ ̠̤ ) ̡̱ɧ ɛ̥̩̟̞˿̌ ̡̘ǭ̖ ˭̡̨̡̤̩̓ ̱̚ˡ̱̥ˢ ̡̪ǉ ˿̟ʎ. 

̱̜̜ ˯ǈɻȤ ɽ̟̘̞̔ ȥ̟Ȥ̟̱̞̒Ȥ ̡̨̱̖̤ Ĺʛ̜̌ ̡́ ̠̩̚ ́Ȥ̖. ˹ ˍȍ, ˭̡̜ ̡̢̱̞Ȥ ˹˿ ˿̪ɖ̌ʠ 
˭Ļ̟ĸ, ˹˿ ˄ɺ̘ʠ ˭Ļ̟ĸ, ˹˿ ˱̠ĸ˿̜ĸ, ˹˿ ʨ̢̱ˠ̣ ̤˫̱ĸ̞̒ĸ (@, #,$,%,& ̡̪ȥ) ̱̥ˢ ˯ǯ̠Ǭ 
̡̖ ̘ʚȌ ɽ̟̘̞̔ ̤˿̨̤ ˿̟́Ȥ̖.  
˹̜ ɽ̟̘̞̔̌ ˭Ļʜ, ˱̠ĸ˿ɺ ̱̥ˢ ̤˫̱ĸ̒ ̥̞̔ĹȤ̡Ǭ ̤̜Ȥʨ̒ ʨ̞ ʐǯ ̡̖ ˭̟̒ ˹˿ ̥̩ ̤̜̩̖ 
˭Ļʜ, ˱̠ĸ˿ɺ ̱̥ˢ ̤˫̱ĸ̒ ̱̔˿˿̌ ̡̩̎ ̡̪ǉ ̱̖ˡʨ̞ ʐǯ̞. 
  

ľ̜ ̞ 1: Administrator ɽ̟̘̞̔ ̡̨̱̖̤ Ĺʛ̜. 

 

ɖ̡̞̟  1 : Administrator ̱ Ŗ login ˹ ˿ ̥̟̥̩ Login ʨ .̜ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ɖ̡̞̟ 2 : User tab ˹ ˿ ̜̒ Click ˿̟ ˹ˍ ̘̦ɽ ˭ʎ̜̞̒ ̡̱̒ ̞Ȥ̖. >> Manage Users 
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ɖ̡̞̟ 3 : User ̱ Ŗ ŗǝ̜ ̱̒ˢ̟Ȥ̖ 

 

 

ɖ̡̞̟ 4 : ɽ̟̘̞̔ ̠̩̚ ȍ ̡̖̪̒Ǭ ̡̟ĸ ˹̞̜ ̠̩̚ ȍ ˹̞ ̤̱ʧ Ĺʛ̜ ̤̗̥̩  >> Save & Close ̠ ̩̚ 
̱̔Ȥ̖ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

˺ ˮ˿̩̟̞̌ ˹̜ ˭̩̠̔ ŗǝ̱ɺ ɽ̟̘̞̔ ̡̨̱̖̤ ̱ʧ. Administrator Login ˹̱˿Ȥ ˱̡Ǭ ʩ ̡̖ ɽ̟̘̞̔ 
̱̞ˡ̩̱̖̔́ ̡̖̪̒  Login  ̡̱Ȥ̖.  
 

ľ̜  ̞2: Administrator ɽ̟̘̞̔ ̡̨̱̖̤ Ĺʛ̜. 



 

ɖ̡̞̟ 1: ˼̱ɧ ̤ʗ̡ʗ ˹̱˿ˍ PhpMyAdmin ̱ ̡̒ ̱́ˡ̨̤ 

 Login ʩ Joomla database ˹ ˿ ̱̒ˢ̟Ȥ̖.  

 

 

 

ɖ̡̞̟ 2 : ̱ ɺ ǯʡȤ Table prefix ˹ ˿̌ ̘ˆ̡ ñ_userò ̞ Ȥ̖ ̤̗̥Ȥ Table ˹˿ ̱̒ˢ̟̩́Ȥ̖, 

˳̩̥̟̞̔̐ĸ ̱̠̤, prefixtable_user.  

 

 

ɖ̡̞̟ 3 : prefixtable_user ̱  ˼̌̚ ɽ̟̘̞̔ ̡̨̱̖̤ Ĺʛ̜̌ ˭̡̢ʓ User ̡ ̱̒ˢ̟̩̱̖́, Edit  button ˹ ˿ 
̱̥ˢ ˿̥ ̘̪̥̪ǭ ̘̫̖ ̜̒  Click  ˿̟Ȥ̖. 
 



 

 

 

 

 

ɖ̡̞̟ 4 : Database ˹̱˿ˍ ̩́̎̚ ʩ̜̌ ̱̘̟ Joomla ɽ̟̘̞̔ MD5 ˮ˿̩̟̞̌ ̤˫̱ĸ̖̞̒ (Encrypt) 

̱ʧ. ˹ ȥ̤̩ ˼̱ɧ ɽ̟̘̞̔  type  Ĺʛ̱̜Ȥ ̘ˆ̡ fiel type ˹̱˿ˍ varchar ̞Ȥ̖  MD5 ̱̠̤ ̡̨̱̖̤ 

Ĺʛ̜̌ ̜̒˿ ̩̒̚ ́Ȥ̖. ˱ Ȥ ̘ˆ ˹̜ ̡̨̱̖̤ Ĺʛɺ  Save Ĺʛ̜̌ ñGOò ̜̒ ĸʡĸ ˿̟Ȥ̖ . 



 



Joomla websites ̡ ̠̌ ̠̥̚Ǭ˿̩̟̱̞Ȥ ˯ǯ˘ ʩ̱ɺȍ ˹̜ ɛ̥̩̟˿̞Ȥ ʨ˄Ȥ ȥ̟̜̒ ɽ̟̘̔ ̠̪ʎ̨̤ǯ ̛̩ʨ̒ 

˿̟ʎ. ̱ ɺ ȥ̤̩ ̤̪̜ʨ̜̌ ̢ĸǭ̜Ǭ ̥̩ ˮ̱ʧȥ˿ ɽ̟̘̔ ˼̱ɧ ˄̞ʣ ŗǝɺ ̡̠̌ ̛̩ʨ̒ Ĺʛ̜ ̡̪̔́Ǭ̞.  

 

2.  ȥ˄ ɖʨˆɺ ̘̩̠̖ ̘Ȉ̕ǭ̞ĸ(Access Control System) ̡̘Ǭ̡̩̱̖́ ̞̩̜ 

 
̱̥ˡȻȤ ˮ̟ŉ̒ ̡̱ɧ ˭̎ʨ̞ĸ ̡̘Ǭ̡̩̱̖́ ̞̫̱ɺȍ , ˹ ̜ ̡̱ɧ ˭̎ʨ̞̌ ˱̩̒ ̱̥ˡ̗ ɖʨˆɺ 

̘ʚ̘̩̠̖ ̘Ȉ̕ǭ̞ĸ ǭɩ̜ ˭̒ʓ̡̢ʓ ̱ʧ. Ȏʗ̡̠ ɖʨˆɺ ̘̩̠̖ ̘Ȉ̕ǭ̞˿ ˯ǭ ˍ̪̤̎ĸ ̥̟̥̩ 

ɛ̥ ̩̟˿̞Ȥ̌ ˯ǯ˘ ʩ ̡̱ɧ ˭̎ʨ̞ ˭˿ʗ̜̖ʓ ˿̟ ̪̔ɼ̱ɺ ˱̩̒ ̘̥ˆ̞.  
 

̘ʚʳ̠ ˿ŗǝɺ ̥̪˄̟ʩ̜ 

 ˭̡̜ ˭̡̤̟̞Ȥ (Permissions) ̤ˍ̡̒ ˭ʣǬ ̘ʚʳ̠˿ ŗǝɺ ȥʗ̜̩̞̐ ˿̟Ȥ̖.  

 ̞ ɺ ˭̱̞Ļ̌ ɖʨˆɺ ˭̡̤̟̞Ȥ ˭̡̢ʓ ʨ̱̌˿ȍ ̡̩̒˿̩ʡ˿̡ ˺̡̩ ̠̩̚ ȍ ˭̡̢̖ʓ ˭̡̨̡̤̩̠̓ȍ ˹̜ 
ɛ̔ ̩̖̞Ȥ ˱̡Ǭ ˿̟Ȥ̖.  

̡̒Ȏ̟̌Ǭ ̛̩ʨ̱̒ʍ ̱̖ˡ̡̘ǭ̖ ŗǝɺ ̜˿̩ ̜̔Ȥ̖.  

 

Default user role ˹ ˿ Public ̱ ̠̤ ̤˿̨̤ ˿̟ ̪̒ɩ̜̌ ̡́ ̠̩̚ ́Ȥ̖.  

 

̪̖̜̔̌Ǭ ˼̱ɧ ̡̱ɧ ˭̎ʨ̱ʍ usernames ǭ̱ɧ ̖ɺ, ɽʡ˿̜ ɖʨˆɺ ˭̡̤̟̞Ȥ admin ̱ ̖ˡ̡̖ 

˹̡Ȥ ŗǝɺ ̡̠̌ Ŀ̞̩Ǭ̜˿ ̡̖ ̡̌̚ ̥̒ʪʜ ˿̟́Ȥ̖ .  

̘ʚʳ̠˿ ŗǝɺ (user accounts)̡̠̌ ˯ǯ˘ ʨ̜ : 

ɖ̡̞̟ 1 : Joomla site builder ˹˿ ̡̱̒ ɖʨ̱̤Ȥ̖. 

ɖ̡̞̟ 2 : User >> Manage ̱ ̡̒ ̞Ȥ̖ 

ɖ̡̞̟ 3 : ɖƹ̱ʧ ̡̜ ̘̤ ˯ǭ  user tab ˹ ˿ ĸʡĸ ˿̟Ȥ̖. 

 

 
̘ʚʳ̠˿̞Ȥ̌ ̠̩̚ ȍ ˯ǭ ɖʨ˅̱ɺ ˭̡̤̟̞Ȥ ̡̨̱̖̤ Ĺʛ̜ ̱̥ˢ ˭ʣǬ ̘ʚʳ̠˿ ŗǝɺ ˹˿ǯ 
Ĺʛ̜ ̱̜ˍȍ ˿̠ ̥̪˿.  
 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

̘ʚʳ̠˿ ˿ǚ̩̞̎ɺ (User Groups) ̥̪˄̟ʩ̜ : 
 

 ̘Ȉ̕ǭ̱ʍ ˯ǭ ˭̡̢̖ʓ  user groups ˱ ̡Ǭ ˿̟Ȥ̖.  

 ɽʡ˿̜ ɖʨ˅̱ɺ ˭̡̤̟̞Ȥ (Minimum access level) ̤ˍ̡̒ user groups ȥʗ̜̩̞̐      
˿̟Ȥ̖.  

 ˆȎˆ  parent group ˹ ˿ ̱Ǭʚ̞ ʐǯ ̡Ȥ̱Ȥ , parent ŗǝɺ ̤̗̥̩ ̠̩̱̖̔̚ ɖʨˆɺ 

˭̡̤̟̞Ȥ child ŗǝɺ ̡̱̒̔ ȥ̟̩̞̩̤̱̞Ȥ̜ ̤Ŀ̞ ̡̖ ̪̚ʨȤ̞. 

̘ʚʳ̠˿ ˿̩ǚ̎ ̡̱̒ ɖʨ˅̜ : 

ɖ̡̞̟ 1 : Joomla site builder ˹˿ ̡̱̒ ɖʨ̱̤Ȥ̖. 

ɖ̡̞̟ 2 : User >> Manage ̱ ̡̒ ̞Ȥ̖ 

ɖ̡̞̟ 3 : ɖƹ̱ʧ ̡̜ ̘̤ ˯ǭ  user groups  tab ˹ ˿ ĸʡĸ ˿̟Ȥ  ̖

 

 

 



̘ʚʳ̠˿ ŗǝɺ (User groups) ȥʗ̜̩̞̐ Ĺʛ̜ ̤̥ ˱̡Ǭ Ĺʛ̜ ̱̜ˍȍ ˿̠ ̥̪˿. 

 

 

 

 

 

 

 

 

 

 

 

̘ʚʳ̠˿ ɖʨˆɺ ̜ƶ̌ɺ (User Access Levels ) ̥̪˄̟ʩ̜ : 

  
 ̘ʚʳ̠˿̞Ȥ̌ ɖʨ˄̞ ̥̪Ĺ access levels ̪̖́ ˭̡̩̖̞̕ ̱̞ˡɽ Ĺʛ̜. 

 Access level ˹˿ĸ ̤̗̥̩ ̠̩̱̖̔̚, ȥ̟̩̞̩̤̱̞Ȥ ̠̪̱̖̚ ̤̥ ̡̠ĸ̡̖ ̠̔ ɖʨ˅̱ɺ 

˭̡̤̟̞Ȥ ̪̖́ ˭̡̩̖̞̕ ̱̞ˡɽ Ĺʛ̜. 
 ̘ʚʳ̠˿ ˿ǚ̩̞̜̎ĸ(user group) ̡̱̒ ˆȎˆ access level ̡̱Ȥ Ĺʛ̜. 
 

User Access levels ̡̱̒ ɖʨ˅̜: 

 ɖ̡̞̟ 1 : Joomla site builder ˹˿ ̡̱̒ ɖʨ̱̤Ȥ̖. 

 ɖ̡̞̟ 2 : User >> Manage ̱ ̡̒ ̞Ȥ̖ 

 ɖ̡̞̟ 3 : ɖƹ̱ʧ ̡̜ ̘̤ ˯ǭ  Viewing Access Levels tab ˹˿ ĸʡĸ ˿̟Ȥ̖  

User Groups ̡̱̒ ̡̱ɧ ˭̎ʨ̱ʍ ̞ɺ ̞ɺ ̱˿ˡ̨̤̌ ̪̔˿ ̪́Ȧ̜ ̘̩̠̖̞ Ĺʛ̜̌ ̱̜̜ access levels 
̥̟̥̩ ̥̪Ĺ̡̞̩ ̠̪̱ɧ 
 

 

https://docs.google.com/document/d/1TRAvuvMs167RxjNlXYf6fgid9O2Xn0oZdUSZYIkE9Rg/edit#heading=h.rcav1t3jzfhu


˭̡̤̟̞Ȥ(Permissions) ̥̪˄̟ʩ̜ :  

1 ̱ ˿ˡ̤̌ : ˹ĸ ˹ĸ ˿ǚ̩̞̎ɺ ̤̥ Ŀ̞̩˿̩̟˿ɺ ̡̠ default permissions ̡̨̱̖̤ Ĺʛ̜ : 

 ɖ̡̞̟ 1 : System >> Global Configuration  ̱ ̡̒ ̞Ȥ̖ 

 ɖ̡̞̟ 2 : Permission Tab ̱  ˯ǭ Global Configuration ̱ ̡̨̖̤ Ĺʛ̜. 

 

̱˿ˡ̤̌ 2 : Component Options Permissions ̡̨̱̖̤ Ĺʛ̜ : 

 ɖ̡̞̟ 1 : System >> Global Configuration ̡̱̒ ̞Ȥ̖ 

 ɖ̡̞̟ 2 : Permission Tab ̱  ˯ǭ Components Permission ̤ ˿̨̤ ˿̟Ȥ̖ 

̱̜̜ŗȤ ̱̜̜  component ˹˿ ̤̗̥̩ ̡̖ default Component Permission ̡̱ ̨̖̤ ˿̠ ̥̪˿ (˳̩̥̟̔̐ 

:- Articles, Menus, Users, Banners ̡ ̪ȥ ˺̡̩).  

 



̱˿ˡ̤̌ 3: Category Permissions ̡̱ ̨̖̤ Ĺʛ̜ : 

 ɖ̡̞̟ 1 : Content >> Categories ̡̱̒ ̞Ȥ̖ 

 ɖ̡̞̟ 2 : ˼ ̌̚ ̡̨̱̖̤ Ĺʛ̜̌ ˭̡̢ʓ  category ˹˿ ̱̒ˢ̟̩ edit button ˹ ˿ ĸʡĸ ˿̟Ȥ̖. 

 ɖ̡̞̟ 3 : Permissions tab ˹ ˿ ̡̱̒ ̱́ˡ̨̤  permission ̤ ˿̨̤ ˿̟́Ȥ̖. 

Category Permission  ˹˿ ̡̨̱̖̤ Ĺʛ̱̜Ȥ categories ˹ ˿˿ ̱̥ˢ Ĺˍ̘̞˿ permissions ̡̨̱̖̤ Ĺʛ̜̌ 

̥̪Ĺ ̱ʧ. Articles, Banners, Contacts, News feeds, ̤ W̥eb links ̡ ̪ȥ categories ̤ˍ̒ components 

˄̞ʠ̠̜̌ ̱̜̞ Ŀ̞̩Ǭ̜˿ ̱ʧ.  

 

 

̱˿ˡ̤̌ 4 : Article Permissions  ̱ ̡̨̖̤ Ĺʛ̜: 

 ɖ̡̞̟ 1 : Content >> Articles ̱ ̡̒ ̞Ȥ̖. 

 ɖ̡̞̟ 2 : ̡̨̱̖̤ Ĺʛ̜̌ ˭̡̢ʓ article ˹ ˿ ̱̒ˢ̟̩ edit button ˹ ˿ Ĺĸ ˿̟Ȥ̖. 

 ɖ̡̞̟ 3 : Permissions tab ˹˿ ̡̱̒ ̱́ˡ̨̤ permission ̤ ˿̨̤ ˿̟Ȥ̖. 

Article permission ̱ ̡̨̖̤ Ĺʛ̜ ̠̘̩̚ȧ ̠̚Ȥ̱Ȥ ˭̘ ʨ˄Ȥ ̱̒ˢ̟̩ ̱̔ȧ ̠̖̚ article ̡̠̌ ̘̜Ǜ. 

̱̜̜ level ˹ ˿ articles ̡ ̠̌ ̘̜̐ĸ Ŀ̞̩Ǭ̜˿ ̱ʧ. ˭ ̱̖ĸ components ̘ ̦ɽ levels ǯ̖̌ ̘̜̐ĸ 

Ŀ̞ ̩Ǭ̜˿ ̱ʧ.  

 



 

 

3. Ȉʨ ̤̩̕˿ ̤̒ʓ̩̘̖̞ ( Factor Authentication) ̤ Ŀ̞  Ĺʛ̜. 
 

Ȉʨ ̤̩̕˿ ̤̒ʓ̩̘̖̞ ˼̱ɧ ̡̱ɧ ˭̎ʨ̞̌ ̡̩̎ ̡̪ǉ ˮ̟ĸ̡̣̩ĸ ̠̩̚ ̱Ȉ. ̱ ̜ˍȍ ˼̱ɧ ̇˫̜́ Ȏ̟˿̖̞̒̌ 

̠̪̱̖̚ ˹ĸ̡̟ĸ ̛̩ʨ̒ ˿̠ ̥̪Ĺ ̱ĸ̞̒ĸ ̱̥ˢ Yubikey ˹ ˿ĸ ̥̟̥̩ ̠̪̱̖̚ ̱˿̞̒ĸ, ˼ ̱ɧ 

ɽ̡̟̘̠̜̔̌ ˹˿ǯ ̱ʧ. 

̤̩̜̩̖ʓ̱̞Ȥ ˼̌̚ ̡̱ɧ ˭̎ʨ̞˿̌ log in  ʩ̜̌ ˭̡̢ʓ ʫ ʨ̌˿ȍ, ˼ ̌̚ ˼̱ɧ username ˹ ˿ ̤̥ ɽ̟̘̞̔ 

̠̩̚ ȍ̜̌ ˄Ȏ̱ʧ. ̞ ɺ ɛ̥̩̟˿̱̞Ļ̌ ̱̜̜ username  ˹˿ ̤̥ ɽ̟̘̞̔ ̱̤ˡ̟˿ɺ Ĺʛ̜̌, ̞ɺ ˮ˿̩̟̞ĹȤ 

̘̪̥̪̟ ̪́Ȧ̜̌ ̱̥ˢ ˭ȧ̜̩̖ Ĺʛ̜̌ ˯ǭ ̥̪Ĺ̡̞̩ ̱̜ˍȍ ˯ǭ ʨ̢̩̠̜̒ ˭̡̩̖̜̔Ĺ. Username ˹˿ ̤̥ 

ɽ̟̘̞̔ ̞ɺ ˮ˿̩̟̞ĹȤ ˭Ȥ̤ǯ ʩ ̖ɺ, ̡̱ɧ ˭̎ʨ̞ ɛ̥ ̩̟̞˿̌ ̠ĸʩ̱ɺ ˭̡̩̖̜̔̌ ̘Ǭ ʩ ˯̒. 

Ȉʨ ̤̩̕˿ ̤̒ʓ̩̘̖̞ ̜ųȤ ˼̚ ̡̱ɧ ˭̎ʨ̞̌ Login ʩ̱ɺȍ username ˹˿ ̥̩ ɽ̟̘̞̔ ̤̜́ ̱̜̜ ̨̟̥̤  

̱ĸ̞̒ĸ ˼̨̤̱̤ˠ ˄Ȏ ̱˿̱̟̖ Ȉʨǭʎ˿ ̥̒ʪʜ Ĺʛ̜ ȥ̤̩ ̡̱ɧ ˭̎ʨ̞̌ ̱̥ˡ̗ ˮ̟ĸ̡̣̩ĸ ̠̪̱ɧ. ̱̜̞ 

Ȉʨ ̤̩̕˿ ̤̒ʓ̩̘̖̞ (Two-Factor Authentication ) ̡̱̥Ǭ 2FA ̞ ̖ ̱˿Ʒ ̱̞Ȏ̱̜Ȥ ̥ȽȤ̡ʎ. 

ľ̜ :̞ Ȉʨ ̤̩̕˿ ̤̒ʓ̩̘̖̞ Ŀ̞̩Ǭ̜˿ Ĺʛ̜. 

ɖ̡̞̟ 1 : Administrator login ˹ ˿ ̥̟̥̩ ˯ǯ˘ ̡Ȥ̖. 

ɖ̡̞̟ 2 : Extension tab ˹ ˿ ̜̒ Ĺʡĸ ˿̟Ȥ̖>> Plugins ̱ ̡̒ ̞Ȥ̖ 



 

ɖ̡̞̟ 3 : plugin search box ˹ ˿ ǯ̠ ˯ǭ “two factor” ̖̜̪ǭ plugin  ˹˿ ̱̒ ˢ̟Ȥ̖. 

ɖ̡̞̟  4 : ˹ˍȍ ̠̪̱̖̚ ɛȀ̘̠ ˭ǯʚȤ ˼̌̚ ˭̡̢ʓ Ȉʨ ̤̩̕˿ ̤̒ʓ̩̘̖ ˮ˿̩̟̞ ̠̩̚ ̱̔Ȥ̖. :  

  Yubikey ̱̥ˢ  Google Authenticator 

ɖ̡̞̟  5 : ̔ ̪Ȥ ̘ʚʳ̠˿ ŗǝ̜̌(Userôs profile)  ̞Ȥ̖  (ɽ̟̘̞̔ ̡̨̱̖̤ Ĺʛ̱ɺȍ ̱̘Ȥ̡̩ ˯̒). 

ɖ̡̞̟  6 : Two Factor Authentication tab ˹˿ ̜̒ ĸʡĸ ˿̟Ȥ̖. 

 

ɖ̡̞̟ 7 : ˹ ˍ ̠̪̱̖̚ drop down box ˹ ̱˿Ȥ ˼̱ɧ  authentication ˮ˿̩̟̞ ̱̒ˢ̟̩ ̱̔Ȥ̖. 



 

ɖ̡̞̟ 8 :˱Ȥ̘ˆ administrator ɖƹ̱ʧ ʨ̨̤̟̒ ̱˿ˡ̌ ˯ǭ ɖ̡̞̟̞Ȥ ˭ȧ̜̖̞́ ˿̟ɻȤ , Yubikey  ̱̥ˢ  

Google Authentication  ˭̒ʚȤ ˼̚ ʨ˄Ȥ ̱̒ˢ̟̩́Ȥ̖̩ Ȉʨ ̤̩̕˿ ̤̒ʓ̩̘̖ ľ̜̞  ȥ̡̪̟Ȍ̡ configure 

˿̟́Ȥ̖   

Google Authentication ̤˿̨̤ ˿̟̪́Ȧ̜ ̤̗̥̩ ˳̨̘̱̤̔ : 



Yubikey ̤ ˿̨̤ ˿̟ ̪́Ȧ̜ ̤̗̥̩ ˳̨̘̱̤̔:  

ɖ̡̞̟ 9 : ̤ ˿̨̤ Ĺʛ̜ ˭̡̤Ȥ ˿̠ ̘ˆ ̘ʚʳ̠˿ ŗǝ̜ save ˿  ̟close ˿ ̟Ȥ .̖ 

Ȉʨ ̤̩̕˿ ̤̒ʓ̩̘̖̞ ̪̔ȤĿ̞̩Ǭ̜˿ ̱ʧ. Administrator  login ˹ ̱˿Ȥ  Sign out ʩ  Username ˹˿ , 
ɽ̟̘̞̔ ̤̥ ̨̟̥̤ ̱ĸ̞̒ ̛̩ʨ̒ ˿̟ Sign in ̡̱Ȥ̖.  
 

 

 

 

 

 

 

 

 

 

 

 

4. ɖʨˆɺ ˳Ǭ̤̩̥̞Ȥ ˄̜̩ Ĺʛ̜. 
Joomla ˮ ̟ɺ̛̱ʍȍ̜ ɖʨˆɺ ˳Ǭ̤̩̥ ̡̩̟ ̖́̐ ˄̜̩ ˿̟ ̖̪̒. ̥ ̪˿ʗ̡ʜȤ ʨ˄Ȥ  usarname  ̥̩ ɽ̟̘̔ 

ʐ̠́ ̱̞ˡ̩̱̖̔́ ˯ǯ˘ʩ̜̌ ˳Ǭ̤̩̥ ̪̔ʛ̱ɺȍ ̠̥̚Ǭ˿̩̟̱̞Ȥ ˼ʪȤ̌ ̡̱ɧ ˭̎ʨ̞̌ ˯ǯ˘ʩ̱ɺ 

˭̡̨̡̤̩̓ ̱ɺ ȥ̤̩ ̠̪̱ɧ.  

Joomla ̱  ˯ǭ extension directory ˹ ˿ ǯ̦ ˯ǭ  extension ˹˿ĸ ̨̤̩̘̖̞̓ Ĺʛ̱̜Ȥ ̱̥ˢ  Web 

Appliction Firewall (WAF) ˹˿ĸ ̛̩ʨ̒ ˿̟ ɖʨˆɺ ˳Ǭ̤̩̥̞Ȥ ˄̜̩ Ĺʛ̜ ̜ųȤ ŗǝ̜˿̌ ̡̒Ǭ ̱̥ˡ̗ 

ˮ̟ĸ̡̣̩ĸ ̠̩̚ ̪́Ȧ̜ ̱̞ˢ́ʓ ̱ʧ 

̱̜̜ ̘̥ˆ˿̜ ̤̠̤̖ ɛ̅ʡ̜̒ ˳̘ľ̜ ̱̠̤ AdminExile, ̤  ̥Brute Force Stop  ̥̪ ȻȤʨ̞ ̥̪˿. 

 

5. ̱ ̡ɧ ˭̎ʨ̞ ̤̗̥̩ CAPTCHA ̤Ŀ̞  Ĺʛ̜.. 
̱ɺ ̤̗̥̩ ̤̩̜̩̖ʓ CAPTCHA ̱ ĸ̞̒ĸ ̱̥ˢ RECAPTCHA ľ̜ ̞ ̱̞ ˡ̩̔́̒ ̥̪˿. ˼ ̱ɧ contacts  ̥̩  

registrations forms  ̨̤̘̫ɺ ̡ʡȤ ˮ̟ĸ̣̩ ˿̟ ̱̖̔ plug in ˹˿ĸ ̱̠̤ Google  ʨ˄Ȥ ̥ȽȤ̡̩ ȎȤ ̱̜̜ 
RECAPTCHA ľ̜ ̞ ̛̩ʨ̒ ̱ʧ. Joomla dashboard ˹ ˿̌ ̨̡̤̞˫Ŀ̞ ̨̤̘̫ɺ ̜̰Ȏ˿̩˫́ ̡̠ ˯ǯ˘ʩ̜ 
̘̩̠̖̞ Ĺʛ̜̌ ̱̜̜ ľ̜̞ ˱̩̒ ɛ̱̞ˢ̡̖̇Ǭ ̡̡̖̩ ̱̤ˠ̜ ɻȥ̨̤ ̘ʚʳ̠˿̞Ȥ ̜ųȤ  registration forms  

https://extensions.joomla.org/extension/adminexile/
https://extensions.joomla.org/extension/brute-force-stop/


̡̠̌ ˄Ȏ ˿̟ȧ ̠̖̚ ˭̡̢̖ʓ ̨̤̘̫ɺ ̘Ǜʨ̎ ̡ʡȤ ̡̪̠ĺ ˄Ƹ̜̌ ̱̜̞ ˱̩̒ ̱̥ˡ̗ ɘʗ̡ ˮ̟ĸ̣˿ 
˳̘ľ̜̞ĸ ̱̠̤ ̥Ƚ̖̩́̒ ̥̪˿. 
 

ľ̜  ̞: 

ɖ̡̞̟ 1 : Administrator ŗǝ̜̌  Joomla ̥̟̥̩ Log in ̱ ̡Ȥ̖.  

ɖ̡̞̟ 2 : Extension tab ˹ ˿ ĸʡĸ ˿̟ >> Plugins ̱ ̡̒ ̞Ȥ̖ 

ɖ̡̞̟ 3 : Search box  ˹˿ ǯ̠ “ReCaptcha” ̞̖ ̱̞Ȏ̜ ̱̤ʩ̜ ˿̟Ȥ̖. 

ɖ̡̞̟ 4 : Captcha - ReCaptcha ̱˿ˡ̱̤̌ˍ, Status ̞Ȥ  ̖Enabled ̱̠̤ ̤˿̨̤ ˿̟ ˆȎˆ fields  ̡̠ 

Public and Private keys , Copy ̤ ̥ paste ˿ ̟Ȥ̖.  

˼̌̚  Public and Private keys ̠̪́̚Ȧ̜̌ ˼̱ɧ Google ŗǝ̜ ̥̟̥̩  Signing In ʩ̱̜Ȥ ̥̪Ĺ 

̱ʧ(ŗǝ̜ĸ ̖̪Ǭ̖ɺ ŗǝ̜ĸ ȥʗ̜̩̞̐ ˿̟́Ȥ̖.). ˼ ̱ɧ ̡̱ɧ ˭̎ʨ  domain ˹˿ ̠̩̚ ȎȤ ̘ˆ̡, 

Google ʨ˄Ȥ˼̱ɧ  ReCAPTCHA ̱ ĸ̒ ̠̩̚ ̱̔ȧ ˯̒.  

Google  ̡̱ǭȤ reCAPTCHA ̱ ĸ̞̒ĸ ȥʗ̜̩̞̐ ˿̟̪́Ȧ̱ɺ link  ˹ :˿ Create a reCAPTCHA key 

ɖ̡̞̟ 5 : Save ĸʡĸ ˿̟ Close ˿ ̟Ȥ̖.  

 

Contact ̤ ̥ Registration Forms ̤ ̗̥ ̩ReCaptcha ̤ Ŀ̞  Ĺʛ̜   

ɖ̡̞̟ 1 : System ̱ ̡̒ ̱́ˡ̨̤ >> menu ˹̱˿ˍ ˯ǭ Global Configuration ̱ ̒ˢ̟Ȥ̖ 

 

https://www.google.com/recaptcha/admin/create


  

ɖ̡̞̟ 2 : Site tab ˹ ˿ ̱̒ˢ̟̩ Default Captcha field ˹̱˿ˍ Captcha - ReCaptcha ̞Ȥ̖ ̠̩̚ 

̱̔Ȥ̖.  

 

 

ɖ̡̞̟ 3 : Save & Close ĸʡĸ ˿̟Ȥ̖.  

 

̤̩̜̩̖ʓ CAPTCHA ̱ ĸ̞̒ĸ ̜ųȤ̔  joomla website ˹ ˿ĸ ˮ̟ĸ̣̩ ˿̠ ̥̪˿. ̱ ̜̞ ˭̜̟̒ ̱̞̔ʪ̜ĸ 

̡̱̥Ǭ extension ˹ ˿ĸ ̱̠̤ ̱̞ˡ̩̔́̒ ̥̪˿. ˼ ̱ɧ ̡̱ɧ ˭̎ʨ̱ʍ  Login Page ˹˿̌  CAPTCHA ̱ ĸ̒ 

̠̩̚ ̪́Ȧ̜ ̤̗̥̩ SecurImages Captcha Plugin, Antispam by CleanTank, Custom reCaptcha, ̱ ̥ˢ 

OSOLCaptcha  ɛ̅ ʡ̒  Extensions  ̛̩ʨ̒ ˿̠ ̥̪˿. 

 

6. Administrator’s login ˹˿̌ ˯ǯ˘ʩ̜ ̥Ƚ̖̩́Ǭ  URL (Whitelisted URLs)̡̠̌ 
̘̜̐ĸ ˅̜̩ Ĺʛ̜ 

 
˭̡̤̟ ̠Ǭ IP ̡ ̠̌ ̘̜̐ĸ ɖʨˆɺ ˭̡̤̟̞Ȥ ̠̩̚ȍ̱̜Ȥ ˭̡̖̤̟ ˯ǯ˘ʩɺ ̡̠ĸ̡̩ ́̒ ̥̪˿.  

 

̱̜̞ ̱̞̩̔˿̩̟̞˿̌ ˄Ȏ ˿̠ ̥̪˿ :  

1. .htaccess file ˹ ˿ ̡̨̱̖̤ Ĺʛ̜  

https://extensions.joomla.org/extension/securimages/
https://extensions.joomla.org/extension/antispam-by-cleantalk/
https://extensions.joomla.org/extension/custom-recaptcha/
https://extensions.joomla.org/extension/osolcaptcha/


 .htaccess file ˹ ˿ ̡̨̱̖̤ Ĺʛ̜ FTP ̱ ̥ˢ file manager ̥ ̟̥̩ ˄Ȏ˿̠ ̥̪˿.  

 ľ̜ ̞ : 

 ɖ̡̞̟ 1 : ˼ ̚ ̱̒ˢ̟̩́Ǭ  FTP client ̜ųȤ, FTP credentials  ˯ǯ˘ ˿̟ ˼̱ɧ ̡̱ɧ ˭̎ʨ̱ʍ  

files  ˭̎˫ř ̡̖  server  ˹˿  ̤̌ɺ̚Ȥ̕ ̡Ȥ̖.[ hosting ̘ ̥ˆ˿̜ ̠̱̔̚Ȥ̖̩̱́Ȥ  credentials  ̠̩́̒̚ 

̥̪]˿ 

 ɖ̡̞̟ 2 : admin folder ˹ ˿ ̡̱̒ ̞Ȥ̖ 

 ɖ̡̞̟ 3 :.htaccess ̖ ɻȤ ̡̖ ̱́ˡȧ̡ĸ ȥʗ̜̩̞̐ ˿̟Ȥ̖. ̔ ̪̖̜̌Ǭ ˺ ̖ɻȤ ̱́ˡȧ̡ĸ 

˯Ǭ̖ɺ edit Ĺʛ̜̌ ˹̞ ǯ̠̌ ̞Ȥ̖.  

 ɖ̡̞̟ 4 : 123.123.123.123  ̞ ̖ ̱˿ˡ̤̌̌ ˼̱ɧ  IP address  ˹˿ ̱̞ˡ̔ɻȤ ̘̥̒ ̱ĸ̞̒ 

.htaccess ̱ ́ȧl̡ ǯ̠̌ ̱̞ˡ̔Ȥ̖. [̱̜ ̞Joomla ̱  site builder  ˹˿ ̡̱̒ ̤ɺ̚Ȥ̕ ̡̖  IP address  

˹˿ ʨ̞ ʐǯ̞].  

  Allow from lines ̞̖ ̱˿ˡ̤̌ ̡̱̖Ǭ  IP ̡̠̌ ̘ˆ ̱̞ˡ̔ɻȤ ̱̜ˍȍ ˼̌̚  IP Ĺˍ̘̞ĸ 

̠̩̚ Ȍ̞ ̥̪˿. 

   Order Deny,Allow 

   Deny from all 

   Allow from 123.123.123.123 

 ɖ̡̞̟ 5 : save ˿ ,̟ file ˹ ˿  upload  ˿̟Ȥ .̖ 

2. ̱ ̡̪̒ȥ ̘̩ʗ̢ʨ̞ security extension  ˹˿ĸ ̜ųȤ 

 ̱̜ˍȍ .htaccess file ˹ ˿ ̡̨̱̖̤ Ĺʛ̜ ˭̡̢ʓ ̱̖ˡ̱ʧ. ̱ ̡̪̒ȥ ̘̩ʗ̢ʩ̞ extension ˹˿ĸ 

̜ųȤ˹̜ ˿̩ʗ̞̞̜  Joomla admin ̘̪̖̠̞ ̥̟̥̩ ̡̩̎Ǭ ̛̩ʨ̞̒̌ ̘̥ˆ ˮ˿̩̟̞ĹȤ ˄Ȏ˿̠ ̥̪˿. 

 ˳̩̔ : RSFirewall , AdminTools , Joosecure 

 

 

B. Joomla ̱  extensions, Components ̤̥  Templates 

 
1. ˭ ̩̦̔  extensions , components ̤  ̥ templates ̞ ̡̩Ǭ˿̩ʡ̖ Ĺʛ̜ 
 

Joomla ʨ˄Ȥ ̪̔Ȥ ̨̡̤̞˫Ŀ̞ ̡̞̩Ǭ˿̩ʡ̖ Ĺʛɺ ̤̫̜ ̨̤̩̘̖̞̓ĸ ̤̗̥̩̜ ̠̩̚ ̱Ȉ. ˼ ̚  Joomla  ̡̱̒ 
ɖʨ̱̤̖ ʨ̌ ˼̱ɧ  Joomla  ̤˫̨̤˿̟̞̐̌ ˭̩̦̔ ̡̖ ̡̞̩Ǭ˿̩ʡ̖ ʩɺ ǭ̱ɧ ̖ɺ ˼̌̚ notification  ˹˿ĸ 
̱̠̤ ˹̞ ˼̡̚ ̪̔ȧ̡Ǭ ˿̟ʎ. 

 



 

Joomla  ʨ˄Ȥ extensions , plugins ̤  ̥˼̱ɧ ̤˫̨̤˿̟̞̐ ̤̗̥̩ ̠̩̱̖̔̚ ̡̞̩Ǭ˿̩ʡ̖ Ĺʛɺ ȥ˄ 
ˮ˿̩̟̱̞Ȥ ̠̩̪́̚Ȧ̜̌  Joomla Dashboard  ˹˿̌ ȥ̟Ȥ̟̱̞̒Ȥ ɖʨ̱̤Ȥ̖. 
 

˼̱ɧ ̤˫̨̤˿̟̞̐̌ ̡̞̩Ǭ˿̩ʡ̖ Ĺʛɺ ˭̡̢ʓ ̱̖ˡ̱ʧ ̖ɺ,  Joomla Dashboard  ˹̱˿ˍ Control Panel  

̱˿ˡ̱̤̌ˍ  ñMaintenanceò ̱̜ȧ ˭ʎ̜̞̒ ̞̱̌Ǭ  ñJoomla is up to dateò ̤  ̥ñAll extensions are up 

to dateò ̱̠̤ ̤̥̌Ȥ ʩ ǭ̱̚ȧ ˯̒.  

 

2. ˄ ̞˘̜ extensions, components ̤ ̥  templates ̘ ˆ ȥʛĸ̣̞̐ 

 ̛̩ʨ̞̒̌ ̱̖ˡ́Ȥ̖̩  components ˱ ̡Ǭ Ĺʛ̜ 
  ̛̩ʨ̒ ̱̖ˡ˿̟̖ ˳̘̩˫́ ˭Ŀ̞ ̒Ǭ̡̱ʍ ̡̘̪ǯ̖̔ ˺̡̩ ˼̱ɧ Joomla ̘Ȉ̕ǭ̱ʍ ̩́̎̚ ˿̟ 
̩̒̚ ̪́Ȧ̜ Joomlaˍ Ŀ̞̩ ˿̩ʚǬ̡̞ ˭̩̠̎ Ĺʛ̱ɺ ˭̡̨̡̤̩̓ ̡̪ǉ ˿̟ʎ. 
 

 Joomla ʨ˄Ȥ ˭ȧ̜̒ ̱̖ˡ˿̟̖  extensions , plugins ̤  ̥themes ˹ ˿ǯ ˿̟̪́Ȧ̱̜Ȥ ̡̠ĹȤ̖. 
  ȥ˄ ̠̪ʎ̨̤ǯ́̒ Ĺʛ̜ĸ ̱̖ˡ̜̪ǭ ȥʗ̜̩̐˿ʜ̡Ȥ ʨ˄Ȥ ̠̩̱̖̔̚  themes  ̱̥ˢ 
extensions  ̠̪́̚ȥ̱̜Ȥ ̡̠ĹȤ̖. ˹ ̡Ȥ ˳̘̩˫́ ̥̟̥̩ ̞ɺ ɛ̥̩̟˿̱̞Ļ̌ ̘̥ˆ̡̱Ȥ ˼̱ɧ ̡̱ɧ 
˭̎ʨ̞̌ ˯ǯ˘ʩ̜̌ ̥̪Ĺ ɖʨˆɺ ̠̩̚ȍ̜̌ ˱̎ ǭ̱ɧ. 
 
 ˭̖̩̟ĸʽ̒  Extensions ɖʡ̗̚ ˭̡̩̖̞̕ ̡̘Ǭ̡̩́Ȥ̖. 
  ˭̖̩̟ĸʽ̒ ̱̠̤ ̥Ƚ̖̩́Ǭ  extensions  ˄̞ʠ ̠Joomla ȥ̠ ̡̱ɧ ˭̎ʨ̱ʍ Vulnerable 

Extensions List (VEL) ˍ ̠̪ʎ̨̤ǯ́̒ ˿̟ ˯̒. ̱ ̜̜ ̱˿ˡ̤̌̌ ˯ǯ̠Ǭ ˿̟ ˯ǭ  extensions  ̤̗̥̩  
patch  ˹˿ĸ ̱̖ˡ̜̪ǭ ˭̟̒ ˺̡̩ ˼̱ɧ ̡̱ɧ ˭̎ʨ̱ʍ ̪̖̜̔̌Ǭ ˯ǯ̠Ǭ ˿̟̱̖́ ǭ̱ɧ ̖ɺ ˺̡̩ ˱̡Ǭ 
Ĺʛ̜ ̡̩̎Ǭ ˆȎˆ ̱ʧ.  

  Resolved VEL ˍ ˯ǯ̠Ǭ ̡Ȥ̱Ȥ  patch file  ˹˿ĸ ̤ˍ̒  extensions  ̱ʧ. ̱ ɺ ˭̒ʚȤ 
̞ɺ  extension  ˹˿ĸ ˼̚ ̛̩ʨ̒ ˿̟ʎ ̖ɺ ˹̞ ̡̞̩Ǭ˿̩ʡ̖ ˿̟̪́Ȧ̜ ˿̠ ʐǯ̞. 

 

https://vel.joomla.org/live-vel
https://vel.joomla.org/live-vel
https://vel.joomla.org/resolved


3.  ˮ̟ĸ̣˿ Extensions ̛ ̩ʨ̞̒ 

 

 ̱̜̜ ʡɖ̱̞ˍ ˯ǯ̠Ǭ ̡̖ ̱̚ˡ̱̥ˢ ̩̒ĸ̣Ǜ˿ ľ̜ ̤̥ ʨț Joomla Extensions Directory ˹ ˿ 
ǯ̠ ˯ǭ  security extesions ̥̟̥ ̛̩ʨ̒ ˿̠ ̥̪˿.  
 ˳̩̔ : RSFirewall , AdminTools 

 

 

̡̪̔́Ǭ : ̞ɺ extension  ˹˿ĸ ̱̥ˢ  update  ˹˿ĸ ˼̱ɧ ̡̱ɧ ˭̎ʨ̞̌ ̨̤̩̘̖̞̓ Ĺʛ̜̌ ̱̘̟ ̘̥̒ 
ɖ̡̞̟̞Ȥ ˭ȧ̜̖̞́ ˿̟Ȥ̖ : 

 1. Joomla ˳ ̨̘̤̓ ̡̱̥Ǭ Backup ˿̟Ȥ̖.. 

 2. ˹ ̜  update  ˹˿ ̱̥ˢ  extension  ˹˿ ˼̱ɧ ̡̱ɧ ˭̎ʨ̞̌ ̞ɺ ˮ˿̩̟̞˿̌ ˭̡̩˄ ̤̥́̒ ̪̔ʎ 
̘ʚĸ̣̩ ˿̟Ȥ̖. 
 3. ̱ ̡ɧ ˭̎ʨ̱ʍ ˭̱̖ĻǬ ˭˫́ ̤̜̄ ˹ˍ Ŀ̞̩˿̩ʚǬ̡̞ ˭Ǭ̥̩̔ ̠̚Ȥ̖. 

 4. ˼ ̱ɧ ̡̱ɧ ˭̎ʨ̞ ˳̨̘̤̓ (Backup) ˿̟Ȥ̖. 

 5. ˭ ̡̤̩̖ ̡̢̱̞Ȥ ˹̜  extension  ˹˿ ̱̥ˢ update  ˹˿ ˼̱ɧ ̘Ȉ̕ǭ̞̌ ˹˿ǯ ˿̟́Ȥ̖. 

 

 

C. ȥ̟Ȥ̟̒ ˳̨̘̤̓ (Backup) Ĺʛɺ ˄Ȏ Ĺʛ̜ 

 
ȥ̟̜̒ ˼̱ɧ ̡̱ɧ ˭̎ʨ̞̌ ˱̩̒ ̜̫̒˿ ˿̦  back up ˹˿ĸ ̩̒́̚Ȥ̖. ̞ ɺ ɛ̥̩̟̞ĸ ȥ̤̩ ̱̥ˢ ̡̱̖Ǭ 

˭Ǭ ̡̪̟ȍ̜ĸ ȥ̤̩ ˼̱ɧ ̔Ǭ̒ ʨ̢̖̩ ʩ ̞̫̜̌ ˯ǭ ˱̎ ̱̚ˡ̱̥ˢ ̡̪ǉ ̪̚ʨȤ ̡̱ɧ ˭̎ʨ̞ ̡̖̪̒ ̱̘̟ ǭɪ 

˭̡̨̡̤̩̓̌ ̪́Ȧ̜ ̤̗̥̩ ̱̜̜ ̠ųȤ ̦̄ ˄Ȏ ˿̟̖ ˳̨̘̤̓ Ĺʛ̜ ˱̩̒ ̡̪̔́Ǭ ̱ʧ.  

ľ̜  ̞: Joomla  back up  Ĺʛ ̜

Backups Ĺʛ̜ ̤̩̜̩̖ʓ ˮ˿̩̟̞̜̌ ̱̥ˢ joomla ̜ ųȤ ̠̱̔̚Ȥ  Extension  ˹˿ĸ ̥̟̥̩ ˄Ȏ˿̠ ̥̪˿. 

 

̤̩̜̩̖ʓ ˮ˿̩̟̞ : 

̤̩̜̩̖ʓ ˮ˿̩̟̱̞Ȥ ˄Ȏ˿̟̖  Joomla Backup  Ĺʛ̜˿ȍ ̱˿ˡ̨̤̌ ̱̔˿ĸ ̡̘Ǯ. ˺ ̡̩ ̖ɺ: 

1. ̔Ǭ̒ɽ̠  (Database)  ̱̒ˡ̟ǯʜ.  

2. ˼̱ɧ ̡̱ɧ ˭̎ʨ̱ʍ ˯ǭ ̱́ˡȧ . 

˼̱ɧ  files ̤ ̥  database ˹ ˿  backup  ̱̖ˡ˿̟Ȥ̱Ȥ ̖ɺ, ˹ ̞ ̤ɺɘʗ̐  backup  ˹˿ĸ ̱̖ˡ̱ʧ. 

˼̱ɧ  Joomla  ̡̱ɧ ˭̎ʨ̞  Update  Ĺʛ̱ɺ ɽʡ˿̜ ɖ̡̞̟ĸ ̡Ȥ̱Ȥ  ̛̩ʨ̒ ˿̟Ȥ̖Ȥ ̤̗̥̩ ̡̱ɧ 

˭̎ʨ̞ ̡̤̩ ̪̔ɼ̜ , ̱ ́ˡȧ backup Ĺʛ̜ ̤̥ ̡̱ɧ ˭̎ʨ̞ ̡̖̪̒ ʨ̡̰̒ Ĺʛ̜ʎ.  

ɖ̡̞̟ 1: ˼̱ɧ  Joomla control panel ˹ ˿̌  Login  ̡̱Ȥ̖. 

ɖ̡̞̟ 2 : System >> Global Configuration ̱ ̡̒ ̞Ȥ̖ 

ɖ̡̞̟ 3 : site tab ˹ ˿ ̞̱̌Ǭ , "site offline" = yes ̱ ̠̤ ̤˿̨̤ ˿̟Ȥ̖. 

https://docs.google.com/document/d/1TRAvuvMs167RxjNlXYf6fgid9O2Xn0oZdUSZYIkE9Rg/edit#heading=h.tvnhec2yrfrq
https://docs.google.com/document/d/1TRAvuvMs167RxjNlXYf6fgid9O2Xn0oZdUSZYIkE9Rg/edit#heading=h.xplujju576od


 

̱˿ˡ̤̌ 1 : Database ˹  ˿Backup  Ĺʛ ̜: 

ɖ̡̞̟ 1 : ˼ ̱ɧ server ˹ ̱˿ˍ phpMyAdmin tool ˹ ˿ ʨ̡̰̒ ˿̟ ˼̱ɧ ̡̱ɧ ˭̎ʨ̱ʍ  database ˹ ˿̌ 

login ̡̱Ȥ.̖ 

ɖ̡̞̟ 2 : Database  ˹˿ ʨ̡̰̒ ˿̟ "users"  ̱ ̠̤ ˯ǭ table  ˹˿ ̱̤ˡ̞̩̱̖́ ˹ˍ ˯ǭ ̔Ǭ̒ "view" 

Ĺʛ̜ ̤̗̥̩ ˹ˍ ˯ǭ icon ˹˿ ̜̒ ĸʡĸ ˿̟Ȥ̖. ˼ ̱ɧ Joomla ̱ ̡ɧ ˭̎ʨ̱ʍ ŗǝɺ ˯ǭ ˄̞ʣ ̱̖̩̱̔Ŗ 

̖ɺ ˼̌̚ ̱̜ˍȍ ̠̩́̒̚ ̥̪Ḻ́ʧ. 

 

ɖ̡̞̟ 3 : export tab ˹ ˿ ĸʡĸ ˿̟ ˱Ȍʚ̞̌ ̞Ȥ̖ 

 



 

 

 

˼̱ɧ ̡̱ɧ ɭʧ̤̟̞ ʨ˄Ȥ database  ˹  ˿SQL file  ˹˿ĸ ̱̠̤ ̩́̒̚ ˿̟́ȥʎ. ɭʧ̤̟̞ ʨ˄Ȥ ˹̞ save  

˿̟́Ȥ̖̩ ̧̱ˢʠ̟̞̎ ̱̤ˡ̞̩̱̖́ ̡̩̎Ǭ ˮ̟ŉ̒ ̡̱̖Ǭ ̧̱ˢʠ̟̞̎˿̌ ̱̖̞́Ȥ̖ . 

˼̱ɧ ̡̱ɧ ˭̎ʨ̞ Ŀ̞̩˿̩ʚ̖ɺ, ˹  ̱ database  ˹˿ ̤ǭ̞˿̌ ̡̱̟̔ĸ ̱̥ˢ ˹̱̤ˠǬ ̖̪ǭ̖ɺ 

Ȍ̖̘̩̜̒(̱̥ˢ ˲̌Ǭ ̡̩̎) backup ˿̟ ̩̪̒́̚Ȧ̜ ˆȎˆ ̱ʧ. 

 

̱˿ˡ̤̌ 2 : Joomla ̱ ̡ɧ ˭̎ʨ̱ʍ File System ˹ ˿ Backup Ĺʛ ̜  

˼̱ɧ ̡̱ɧ ˭̎ʨ̞ offline ̒ Ǭ̡̱ʍ ̩̖̒́̚. Joomla ̱ ̡ɧ ˭̎ʨ̱ʍ folder ̤  ̥files back up Ĺʛ̜ FTP 

˳̘ľ̜̞ĸ ̱̥ˢ ˼̱ɧ ̡̱ɧ hosting ˮ̞̖̞̒ ̤ǯ̡ ˯ǭ  file manager ľ̜ ̞ĸ ̥̟̥̩ ˄Ȏ˿̠ ̥̪˿.  

 

Web Hosting Company File Manager :  



̱̚ˡ̱̥ˢ hosting  ˮ̞̖̒ files ʨ̢̩̠ ̖́̐ĸ  zip file  ˹˿ĸ ̱̠̤ ̠̩̪́̚Ȧ̜ ̡̱ȧ̡̌ ˹̞ ˹ĸ folder  

˹˿˿̌ ̪́Ȧ̜ ̤̗̥̩ control panel ˹˿ĸ ̠̩̚ ̱Ȉ. 

ɖ̡̞̟ 1 : ˼ ̱ɧ hosting control panel ˹ ˿̌ ̱́ˡ̨̤ ˹ˍ file manager icon ˹ ˿ ̡̱̒ ̞Ȥ̖. 

ɖ̡̞̟ 2 : ˼ ̱ɧ server folder ˹ ˿ ̱̒ˢ̟̩ zip file ˹ ˿ĸ ȥʗ̜̩̞̐ ˿̟Ȥ̖.  

ɖ̡̞̟ 3 : Zip file ˹ ˿ ˼̱ɧ ̘ʚ́̐˿̞̌ Download  ˿̟̱̖́ ˹̞ ʨ̡̰̒ ˿̟̱̖́ ˹ǯ̠ ˯Ǭ̱Ǭ Ļ̜̖ 

ˮ˿̩̟̱ʍ files̔ ̞̖ ̡́ ̠̩́̚Ȥ̖ .  

FTP :  

Server  ˹̱˿Ȥ ˼̱ɧ ̘ʚ́̐˿̞̌ files ̠̩̪́̚Ȧ̜  

ɖ̡̞̟ 1 :  Server ˹˿̌ ̤ɺ̚Ȥ̕ ʩ̜̌ FTP ̜ ̰Ȏ˿̩˫̞́ĸ ̛̩ʨ̒ ˿̟Ȥ̖ (˳̩̔. FileZilla)  

ɖ̡̞̟ 2 : ˼ ̌̚ download  Ĺʛ̜̌ ˭̡̢ʓ  file  ˹˿ ̱̒ˢ̟Ȥ̖ (̱̚ˡ̱̥ˢʨ̌ /public_html/ ̱ ̥ˢ  /htdocs/)  

ɖ̡̞̟ 3 : Right click ̱ ̚ˡǬ̜̒ ̤̜̄ download  Ĺʛ̜̌ ˭̡̢ʓ files ̱ ̥ˢ folders  ̱̒ˢȤ̟ ,̖ ̖ ̪ǭ̖ɺ 

˹̜ folder  ˹˿ "Remote site" view  ̱  ˄̌  "Local site" view ̡̱̒ drag + drop ˿ ̟Ȥ̖. 

˹̜ file  ˹˿  download ʨ̜ ˄Ȏ̱ʧ. ˹ ̜  file  ˹˿  download  Ĺʛ̜ ˭̡̤Ȥ ʩ̱̜Ȥ ̘ˆ̡ ˹ˍ ̱̔ˢ̣ 

̱̖ˡ̜ǭ̪̔ʎ ̘ʚĸ̣̩ Ĺʛ̜̌  "Failed transfers" ̖ ̜̪ǭ folder  ˹˿ ̘ʚĸ̣̩ ˿̟ ̠̚Ȥ̖. 

˼̱ɧ ̘ʚ́̐˿̱̞Ȥ server  ˹˿ ̡̱̒  files  ˳ǋ́̒(Upload) Ĺʛ ̜

ɖ̡̞̟ 1 :  Server  ˹˿̌ ̤ʚ̠̖ ̘ʚȌ configuration.php  ̱  ̤̪˿ˆɺ ̤˿̨̤ ˿̟ ˯ǭ̪̔ʎ ̥̒ʪʜ 

˿̟̩́Ȥ̖ (ʨ̢̱ˠ̣̱̞Ȥ̜: localhost, database, database user, database password, log_path, tmp_path)  

ɖ̡̞̟ 2 :  Server ˹˿̌ ̤ɺ̚Ȥ̕ ʩ̜̌ FTP ̜ ̰Ȏ˿̩˫́ ̱̞ˡ̩̔́Ȥ̖ (˳̩̔. FileZilla)  

ɖ̡̞̟ 3 : ˼ ̌̚ upload  Ĺʛ̜̌ ˭̡̢ʓ  directory ˹˿ ̤̥ ˹̞  upload  Ĺʛ̜̌ ˭̡̢ʓ ̱˿ˡ̱̥̌̔ ̞̖ ̡́ 

̠̩̱̔̚Ȥ̖ (̱̚ˡ̱̥ˡʨ̌ /public_html/ ̱ ̥ˢ /htdocs/) 

ɖ̡̞̟ 4 : Right click ̱ ̚ˡǬ̜̒ ̤̜̄ download  Ĺʛ̜̌ ˭̡̢ʓ files ̱ ̥ˢ folders  ̱̒ˢ̟Ȥ̖, ̖ ̪ǭ̖ɺ 

˹̜ folder  ˹˿ "Local site" view ˍ ˄̌  "Remote site" view  ̱ ̡̒ drag + drop ˿ ̟Ȥ̖. 

˹̜ file  ˹˿  upload ʨ̜ ˄Ȏ̱ʧ. ˹ ̜  file  ˹˿  download  Ĺʛ̜ ˭̡̤Ȥ ʩ̱̜Ȥ ̘ˆ̡ ˹ˍ ̱̔ˢ̣ 

̱̖ˡ̜ǭ̪̔ʎ ̘ʚĸ̣̩ Ĺʛ̜̌  "Failed transfers" ̖̜̪ǭ folder  ˹˿ ̘ʚĸ̣̩ ˿̟ ̠̚Ȥ̖.  

̡̪̔́Ǭ : ˹ĸ ̨̤̩̖̞̓˿ ˄̌ ̡̒Ǭ ̨̤̩̖̞̓˿̌ ̱̖̞̖́ ̪̚ʨȤ ˹̜ files  ̤̥ foders ̡̠̌ ˹˿̜ 

ˮ˿̩̟̱ʍ directory structure ˹˿ĸ ̡̘Ǭ̡̩̪́Ȧ̜ ̡̪̔́Ǭ ̱ʧ. ̡ ̩˄̩̞̔˿ ̒Ǭ̡̞ ̖ɺ, ˼ ̚ ̞ɺ  file ˹˿ĸ 

̱̥ˢ  folder  ˹˿ĸ  upload  ̱̥ˢ  download ˿̟̖ ʨ̌  ̘ʚ́̐˿̱ʍ ˯ǭ FTP ̜ ̰Ȏ˿̩˫́ ʨ˄Ȥ ̱̜̜ 

˿̩ʗ̞ ˱̱ɧ̜ ˄ȎĹʛ̜ʎ(˼̱ɧ FTP ̜ ̰Ȏ˿̩˫̞́ ̤ǯ̡  FTP  ɖʡ̗̚ ̘̪̥̪ȌʡĹʛ̱ɺ ̤̥  FTP ̜̰Ȏ˿̩˫́ 

˭ǯʜɽˏ̐̒ ̛̩ʨ̩̒ ˿̟̖ ˮ˿̩̟̞ ɖʡ̚Ȥǈ ˰ǯ̠Ǭ ʡ̞Ĺʨʡ ǭɨ̞ ʐǯ̞).  

̡̪̔́Ǭ : ˿̠̩ǯ̟ĹȤ ˭̡̨̡̤̩̓˿ȍ, FTP ˏ ̡̜̩ʜ̡ĸ ˄Ȏ˿̟̖ ʨ̌  files  ̡̠̌ ̥̩ȥ ʨ̜ĸ ˄Ȏʩ ˹̜  files  

̡ʡȤ ̱˿ˡ̤̌ĸ ̘̜̐ĸ ˏ̡̜̩ʜ ʩ ǭɨ̞ ̥̪˿. ˼ ̚ ʨ˄Ȥ  Joomla ˭ʣǭȤ̜ ̨̤̩̘̖̞̓ ˿̟  files copy  

˿̟̱̖́ ̞̖ ʨ̌ȍ ̞ɺ ˭̖̱ɕĸʽ̒ ˭̡ˍ̡̟̩̞̒˿̌ ̱̥ˢ ˭̖ˍƷ̜˿̌ ̠ĸʪ̡̱̥ˡǬ, ˹ ̜ ̱́ˡȧ ̥̩ȥ̞ 

ȥ̤̩ ˼̌̚ ̡̖̪̒Ǭ ˹̜  files   upload  Ĺʛ̜̌ ˄Ȏ̱ʧ.  

˼̚  File Manager ̱ ̥ˢ FTP ̥ ̟̥̩ files ̎ʪȤ̱̠ˢǈ ˿̟ ˭̡̤Ȥ ʫ ̡̥̩̜ , ˼ ̱ɧ ̡̱ɧ ˭̎ʨ̞ online 

̒Ǭ̡̞̌ ̡̨̱̖̤ ˿̟Ȥ̖. 

 

 

 

D. WEB HOSTING  Ĺʛ̱ɺȍ ˮ̟ĸ̡̣̩ 
 



1. Web Hosting ̘ ̥ˆ˿̜ ̠̚ ̩̱̔Ȥ̖̩. 
Hosting  ̘̥ˆ˿̜ ̤̠̤̖ ˮ̞̖̞̒ ʨ˄Ȥ ̠̩̚ ̱̖̔ ˮ̟ĸ̣˿ ʨțʨ̩̖̕ ɖʡ̗̚ ̤̪̠Ĺʡ̜Ǭ ̡Ȥ̖. ˱ ̚ 
ʨ˄Ȥ̜ ̡̱ɧ ˭̎ʨ̞  host ˿̟ ˯Ǭ̖ɺ ˹ˍ ˮ̟ĸ̡̣̩ ɖ˖̡̗̚ ˯́ʏ̜ĸ ˼̚ ʨ˄Ȥ̜ ˿̟́Ȥ̖. 

 

 ˼̱ɧ ̡̱ɧ ˭̎ʨ̞ ˮ̟ŉ̒ Ĺʛ̜ ̤̗̥̩ ̱̖́ ˯ǭ ɘʗ̡ ˮ̟ĸ̣̐ ɖ̡̞̟̞Ȥ ̱̜ˡ̡̖̩̔? (server 

˹˿ ̘̜̐ĸ ̱̖ˡ̱ʧ)  

 ̡̱ɧ ˭̎ʨ̞ ǯ̠ ̥̩ȥ˿̟ ̡̪̤̥̖̎̌ĸ(̜̪ʠ̡̱̞̩ʗ) Ŀ̞ ̩Ǭ̜˿ ʪ̡̱̥ˡǬ ˲̌ ˹̱̟ˍ̡ ́Ȥ̖̩ 

ɖ̡̞̟̞Ȥ ̱̜ˡ̡̖̔? 

̥̩ȥ˿̟ ̡̪̤̥̎̌Ȥ (̜̪ʠ̡̱̞̩ʗ) ɖʡ̗̚ ̱̤ˡ̞̩̪̚ʢ̜ ˄Ȏ˿̟̖ ̡̩̟ ̖́̐ ? 

̥Ȍ˄ ɛǭ̩̟̅ ̱̤ˠ̡̡̩ĸ ̡̘Ǯ̔?  

˼̱ɧ ̡̱ɧ ˭̎ʨ̞ ̞ɺ ˭̡̨̡̤̩̒˿ ˭̡̖̤̟ ɖʨ˄̜˿̌ (̥̪ĸ ʩ̜˿̌) ̠ĸ ʪ̡̱̥ˡǬ ˼̌̚ ̡̱̪̒ȥ 

̘̩ʗ̢̡̞˿ ̤̥̞ ̘̪Ǯ̜̌ ˭̡̢ʓ ̱ʧ̔?  

2. Shared Servers  

˼̱ɧ ʨ̞̔ɺ Ĺʛ̱ɺ ̥̪Ĺ̡̞̩ ˅̜̩̤ˍ̒ ̖ɺ ̤̥ ˼̱ɧ ̡̱ɧ ˭̎ʨ̞ ˭ǭ̢̞ ̟̥˄́̒ ̔Ǭ̒ ̤̪˿ˆɺ ̱̖ˡ˿̟ʎ 

̖ɺ, ˼̌̚ shared server ˹ ˿ĸ ̛̩ʨ̒ ˿̠ ̥̪˿, ̖ ɽǬ shared hosting ˍȍ ̱̖ˡ̡̪̠ĸʨ̞ ̥̪Ĺ . ˼ ̱ɧ 

server  ˹̱˿ˍ̜ ̱ ̡̖Ǭ ˭̱̞Ļ ʨ˄Ȥ host  ˿̟ ˯ǭ ̡̱ɧ ˭̎ʨ̞ĸ ̤̜̄ ˯ǭ ̥̩ȥ˿̟ 

̡̪̤̥̖̎̌ĸ(̜̪ʠ̡̱̞̩ʗ) ˼̱ɧ ̡̱ɧ ˭̎ʨ̱ʍ ˮ̟ĸ̡̣̩̌ ̒ʗ̖̩̇Ǭ̜˿ ̠̘̫̜̚ĸ ˹ʠ̠ Ĺʛ̜̌ ˱̎ 

ǭ̱ɧ. 

3. ˼ ̱ɧ  server ˹ ˿̌ SSL ̤ Ŀ̞  Ĺʛ̜ 

˼̱ɧ server ˹̱˿Ȥ ˹̖ ̤̥ ̞̖ file ̤˫̤̟̞̐ ˆ̟ĸʽ̒ Ĺʛ̜, ˼̱ɧ ̡̱ɧ ˭̎ʨ̱ʍ hosting  ̘ʚ̤̟̞ 

ˮ̟ŉ̒  ˹˿ĸ Ĺʛ̜̌ ̡̪̔́Ǭ ̱ʧ.  SSL ʨ̱ĸ̖̞̒ Ĺʛ̜ ̜ųȤ ˼̚ ̡̞̖ ˄̞˘̜ ̔Ǭ̒ ˮ̟ŉ̒  

̒Ǭ̡̞̌ ̘Ǭ ˿̟̖ ̪̚ʨȤ ̞ɺ ɛ̥̩̟˿̱̞Ļ̌ ˼̱ɧ ̩̠̞̇ ̡̱̒ ˯ǯ˘ ʩ̱ɺ ˭̡̨̡̤̩̓ ˭ʪ̟̩̠ʎ.  

SSL ̜ ųȤ Web server ̤  ̥Web clients ˭ ̟̒ ˄Ȏ̡̖  HTTP ̤ Ȥȥ̱ʧ̖̞̔Ȥ ˄̞ʠ̠ ʨ̱ĸ̖̞̒ ˿̟ȧ 

̠̚ʎ. ˹̪̚ʨȤ, ̔ Ǭ̒ ˏ̡̜̩ʜ̡ ˭̟̜̪̒̔ȍ ̞̱̜ĸ ʨ˄Ȥ ˭Ȥ̒ʗŜ̥̞̐ ˿̦̔, ˹ ̜ ̔Ǭ̒ Ĺ̞ʨ̞ ̱̖ˡ̥̪˿.  

SSL ̤ ˿̨̤ Ĺʛ̜ ̱˿ˡ̤̌ ̨ ̱̔˿˿̌ ˄Ȏ̱ʧ. 

1̱˿ˡ̤̌ : ˼̱ɧ ̤ʗ̡ʗ ˹˿̌ SSL Certificate̤ ̨̩̘̖̞̓ Ĺʛ̜ 

Certificate  ˹˿ĸ ̨̤̩̘̖̞̓ Ĺʛ̜ hosting provider  ̤̥ server configurations ˭̟̒ ̡̨̱̖̤ ̡̖ ̪̚ʨȤ, 

̡̪ǉ ʨ̨̤̟̒ ̤̗̥̩ ˼̱ɧ hosting ʡɖ̱́ˡȧ̡ ̘ʚʳ̠̖̞ ˿̟Ȥ̖. 

2 ̱ ˿ˡ̤̌  : ˼̱ɧ Joomla ̱ ̡ɧ ˭̎ʨ̞̌ Force HTTPS/SSL ̤ Ŀ̞  Ĺʛ̜. 

ɖ̡̞̟ 1: configuration.php file ˹˿ ̤˿̨̤ ˿̟Ȥ̖. 

˼̱ɧ configuration.php file ˹ ˿ ʨ̡̰̒ ˿̟Ȥ̖. 

̘̥̒ ̱ɕʡ̞ ̡̱̒ ̞Ȥ̖: 

var $live_site =''; 

˹̞ ̡̱ȧ̡̌ ̘̥̒ ̱ɕʡ̞ ̱̞ˡ̔Ȥ̖: 

var $live_site = 'https://www.your-domain.com'; 

ɖ̡̞̟ 2 : .htaccess file ˹ ˿ ̤˿̨̤ ˿̟Ȥ̖ 

.htaccess file ˹˿ ʨ̡̰̒ ˿̟ ̘̥̦ ̱ɕ˖̞ ˹ˍ ̞ƷȤ̜ ̱̞ˡ̔Ȥ̖. 

RewriteEngine On 

https://www.your-domain.com/


RewriteCond %{HTTPS} OFF 

RewriteRule (.*) https://%{HTTP_HOST}%{REQUEST_URI} 

 

ɖ̡̞̟ 3 : joomla ̱   Admin ̱˿ˡ̤̌ ̤˿̨̤ Ĺʛ̜. 

 1 : Joomla admininstrative back end  ˹˿ ̡̱̒ log in ̡̱Ȥ̖.  

 2 : System >> Global Configuration ̱ ̡̒ ̞Ȥ̖. 

 3 : Server tab ˹ ̱˿ˍ, Server Settings ̱˿ˡ̱̤̌ˍ, ˼ ̌̚ ̱̒ˢ̟̩́̒ ̥̪Ĺ Force SSL  

     ʨ˿ʠ̘ ǭ̖ĸ ˯̒ :  

 None: ˼ ̱ɧ  Joomla  ̡̱ɧ ˭̎ʨ̞̌ Ĺ˄Ȏ SSL ̤ ̥ǭ˿̞ĸ ̨̤̩̘̖̞̓ ̱̖ˡ̱ʧ.  

 Administrator Only: ˼̱ɧ  administrator  ̡̱̒ ǭ̱̖̚ ̤Ȥȥ̱ʧ̖̞̔ HTTPS 

̥̟̥̩ ˄Ȏ̱ʧ.  

 Entire Site: ̡̱ɧ ˭̎ʨ̱ʍ ˯ǭ ˄̞ʣ ̤Ȥȥ̱ʧ̖̞̔Ȥ HTTPS ̥ ̟̥̩ ˄Ȏ̱ʧ.  

    ñEntire siteò ̞ ̖ ˭̡̨̡̤̩̓ ̱̒ˢ̟̩̪́Ȧ̜ ̡̪̎ ˆȎˆ ̱ʧ.  

  

 

 4 : Save & Close ̜ ̒ ĸʡĸ ˿̟Ȥ̖. 

̪̔Ȥ ˼̱ɧ  Joomla ̡̪̤̥̖̎̌̌ SSL ̤ Ŀ̞  ̱ʧ, ̘ ʚʳ̠˿̞Ȥ ˼̱ɧ ̡̱ɧ ˭̎ʨ̞ ̘ʚʳ̠̖̞̌ HTTP 

ľ̜ ̱ʧ̞̔ ̱̞ˡ̩̔́ȥʎ ̖ɺ, ˼ ʪȤ ̨̡̤̞˫Ŀ̡̞ ̜HTTPS ̱ ̡̒ ̱̞ˡɽ ̱ʧ(̱̜̞ ɖ̡̞̟ 1 ̥  ̩2 ̥ ̟̥̩ 

˄Ȏ̱ʧ).  

 

E. ̱ ̡ɧ ˭̎ʨ̞ ȥ̟Ȥ̟̒ ˭Ȝĸ̣̞̐ 
 
˄Ȏʨ̞ ̥̪Ĺ ɛ̥̩̟̞ĸ ̱̥ˢ ̡̱̖Ǭ ˭̤̩̜̩̖ʓ ̩̚ˍ̟ ˮľ̜̞̐ĸ ɖ˖̡̗̚ ˿ʠǭ̞̩ ̪̔ȧ̡Ǭ ʩ̜̌ 
ȥ̟Ȥ̟̒ ȥʛĸ̣̞̐Ȥ ̥̟̥ ̩̥ ̪Ḻ́ʧ. ̱ ̡ɧ ˭̎ʨ̞ ̤Ŀ̡̞ ̤̥ ˭Ŀ̡̞ ˯ǭ ̡̩̟ ̖́̐ ̤̥ ˹ˍ ˄Ȏ̡̖ 
Ŀ̞ ̩˿̩̟˿ɺ ɖʡ̗̚ ˭̡̩̖̱̞̕Ȥ ˄Ƹ̜ ˭̒ʓ̡̢ʓ ̱ʧ. 
 



˼̱ɧ ̡̱ɧ ˭̎ʨ̞̌ ˄Ȏ̡̖ ɛ̥̩̟ ̱̥ˢ ̡̱̖Ǭ ˭̤̩̜̩̖ʓ Ŀ̞̩˿̩̟˿ɺ ̱̥ˢ ˭Ŀ̞ʩɺ ɖ˖̡̗̚ ̪̔ȧ̡Ǭʩ̜ 
̤  ̥˭ Ȝĸ̣̞̐ ̤̗̥̩ ̤̘̞̩ ˯ǭ ˳̘ľ̜ ̛̩ʨ̒ ˿̟Ȥ̖. ˄ Ȏʨ̞̥̪Ĺ ̡̱ɧ ɛ̥̩̟ ̡̠ĸ̡̩̪́Ȧ̜̌ ̱̜̞ 
̜̥Ǭ ʜĻ̠ĸ ̡ȧ ˯̒. 

̱̜̜ ˳̘ľ ̜Uptrends, Dotcom-Monitor ̤̥  StatusCake ̡ ̪ȥ online services  

̱̥ˢ RSTickets and Intrusion Detection System ̡ ̪ȥ  Joomla ̤̗̥̩ ̡̖  Extensions  ʨ̞ ̥̪˿. 
 

˹̱̤ˠ̜ administrative back end ˹ ˿̌ ȥ̟Ȥ̟̒ ɖʨ˅̜ ̤̥ ˭țĸ̣̞̐ ̥̟̥̩ ˄Ȏʨ̞ ̥̪Ĺ ɛ̥̩̟̞Ȥ 
ɖ˖̡̗̚ ˿ʠ ˯ǭ̡ ̥Ƚ̖̩̪́Ȧ̜̌Ǭ Admin ̘̪̖̠̞ ̡̱̒ ɖʨ̱̤Ȥ̖Ȥ ɖ˖̡̗̚ ˭̡̩̖̱̞̕Ȥ ̘ˆʩ̜̌Ǭ 
̥̪Ḻ́ʧ. 
 

 

F. Joomla ˮ ̟ĸ̣̐ ȥ̱ʧ̖̔ ̡̠̌ ʡ̞̩̘Ȍ˫Ż ʩ̜ 

 
Joomla ˮ ̟ĸ̣̐ ˿ǚ̩̞̜̎ ʨ˄Ȥ ̡̖̜̒  Joomla ˮ ̟ĸ̣̐ ̱̒ˡ̟ǯʜ ̤̥ ʨ̤Ƚɺ ̠̩̚ ȍ ˯ǭ 
ˮ̟ĸ̣̐ ̪́̌˘ ̤̥ ̜̰Ȏ˿̩˫́ ɖ̘̌Ǭ ̪̖́ ̱̒ˡ̟ǯʜ ̠̩̚ ̱̖̔ ̱̒ˡ̟ǯʜ ̱̤ˠ̡̞ĸ ̡̘Ǭ̡̩̱̖́ ̞ȧ 
̠̚ʎ. 
˹̜ ˿ǚ̩̞̜̎ ʨ˄Ȥ ȥĻǬ ˿̟ȧ ̠̖̚ ̡̖̜̒ ȥ̱ʧ̖̔, ˮ̟ĸ̣̐ ̱̒ˡ̟ǯʜ ɖ̡̦̗̚ ̪̔ȧ̡Ǭ ʩɺ ̤̥ 
̡̞̩Ǭ˿̩ʡ̖ ʩɺ ɖʡ̡̗̚ ̪̖̔ ˄Ƹ̜̌ ˹̞ ˼̱ɧ ̡̱ɧ ˭̎ʨ̱ʍ ̨̤̩̘̖̞̓ ˿̟̪́Ȧ̜ ̡̪̔́Ǭ ̱ʧ. 

 

ľ̜  ̞: Joomla ˮ ̟ĸ̣̐ ȥ̱ʧ̖̔ ̡̠̌ ʡ̞̩̘Ȍ˫Ż ʨ̜. 

 

ɖ̡̞̟  1 : ˼̱ɧ Joomla ̱ ̡ɧ ˭̎ʨ̱ʍ Administration ̱ ˿ˡ̤̌̌  Log in ̡Ȥ  ̖

 

ɖ̡̞̟ 2 : Menu ˹˿ ǯʡȤ Extensions -> Modules ̱ ̡̒ ̞Ȥ̖ 

https://docs.google.com/document/d/1TRAvuvMs167RxjNlXYf6fgid9O2Xn0oZdUSZYIkE9Rg/edit#heading=h.xj1zrjivymb9


 

 

 

 

 

 

 

ɖ̡̞̟ 3 : Modules ˭ ǯʚȤ, ̱ ̡ɧ ˭̎ʨ̞ Administrator ̱ ̠̤ ̤˿̤̩ Icon Menu (̡ ̜ ̘̤ ˱̥̠) ˹ ̱˿Ȥ, 

ñNewò ̞Ȥ̖ ̱̒ˢ̟Ȥ̖ 

 

ɖ̡̞̟ 4 : ̠̪̱̖̚ ̱Ǭʛɺ ˭ǯʚȤ,  Feeds Display ̱ ̒ˢ̟Ȥ̖. 

 

 

 

ɖ̡̞̟ 5 : Feed Module configuration ɖƹ̡̱Ȥ, ˭ ̡̢ʓ ̱̒ˡ̟ǯʜ ˯ǯ̠Ǭ ˿̟Ȥ̖.  



 Title : Security Announcements 

     http://feeds.joomla.org/JoomlaSecurityNews ̱̠ ̤Feed URL ̱  ˯ǯ̠Ǭ ˿̟Ȥ̖. 

     Position ̱̠̤ cpanel ̠ ̩̱̔̚Ȥ̖. 

 

 Icon Menu (˱ ̥̠ ̔Ļ̐) ˹ ˿ ǯ˖Ȥ Save & Close ̠ ̩̱̔̚Ȥ̖  

 

ɖ̡̞̟ 6 : ̡̖̪̒ Admin Site ɛ̕ ̩̖ ɖƹ̡̌ ŗ̞ ̘ˆ ˼̌̚ Security Feed ˹ ˿ ̪̔Ĺ̞ ̥̪Ĺ̡ȧ ˯̒. 

 

 

 

G. ̱ ̤ʪɺ ̞Ȥǲ ̥̟̥̩ ̘̥ˆ̡̱Ȥ ̱̤ˡ̞̩́̒ ̥̪Ĺ ̡̱ɧ ʡɖ̖̞Ȥ (URLs) 
̛̩ʨ̩̒ Ĺʛ̜ 

 

https://docs.google.com/document/d/1TRAvuvMs167RxjNlXYf6fgid9O2Xn0oZdUSZYIkE9Rg/edit#heading=h.b2lz12mdbd3v


̱̤ʪɺ ̞Ȥǲ ˍ̒˿̩ɼ [Search engine friendly (SEF)] ̱̠̤ ̥ȽȤ̡Ȥ̱Ȥ ɻȥ̤̩̌ ̱̜Ȥ̜ ̱̤ʪɺ 

̞Ȥǲ ̞̖ ̱̘̩̔ʗ̢̡̞̜̌ ̱̤ˡ̞̩̪́Ȧ̜̌ ̘̥ˆ, ̞ɺ ̡̱ɧ ˭̎ʨ̞˿̌ ̘̥ˆ̡̱Ȥ ɖʨ̱̤̖ ˮ˿̩̟̞ ̤̗̥Ȥ 

̡̖ ̡̱ɧ ʡɖ̖̞Ȥ ̱ʧ.  

SEF URLs ̤ Ŀ̞  ̱̖ˡ˿̦ URL ˹  ˿: 

 http://www.example.com/index.php  option=com_content&view=article&id=1:welcome-to-

 joomla&catid=1:latest-news&Itemid=50  

SEF URLs ̤ Ŀ̞  ˿̠ ʨ̌: 

 http://www.example.com/index.php/the-news/1-latest-news/1- welcome-to-joomla  

 

ľ̜  ̞: SEF URLsĿ̞ ̩Ǭ̜˿ Ĺʛ̜ 

ɖ̡̞̟ 1 : Joomla administrative back end ̱ ̡̒ Log in ̡̱Ȥ̖. 

ɖ̡̞̟ 2 : System >> Global Configuration ̱ ̡̒ ̞Ȥ̖ 

ɖ̡̞̟ 3 :  

Search Engine Friendly URLs ̤ ̗̥̩ Yes button ˹ ˿ ĸʡĸ ˿̟Ȥ̖. 

  

Use URL Rewriting ̱̚ˡǬ̜̒ ̘ʚĸ̣ ˿̟ ˼̱ɧ URL ǯ̠ index.php ̡ʡȤ ̡̠ĺ ˄ƷȤ̖( ̱̜̞ ̘ʚĸ̣̩ 

Ĺʛ̜̌ ̱̘̟  htaccess.txt file ˹  ˿.htaccess ̱ ̠̤ ̡̨̱̖̤ ʩ ˯Ǭ̪̔ʎ ̥̒ʪʜ ˿̟́Ȥ̖). 

SEF URLs on  ̤̥  URL rewrite off ˭̡̨̡̤̩̓ : 

  http://www.example.com/index.php/the-news/1-latest-news/1- welcome-to-joomla  

SEF URLs ̤  ̥URL rewrite ̞̖ ̱̔˿̜ on ˭ ̡̨̡̤̩̓ :  

 http://www.example.com/the-news/1-latest-news/1-welcome-to- joomla  

 

˼̚ .html ̞Ȥ̖  URL ˹˿  ˭̡̤̩̖̱ʍ ˹˿ǯ ˿̟Ȥ̱Ȥ ̖ɺ Add suffix to URL button ˹ ˿ ̘ʚĸ̣̩ 

˿̟Ȥ :̖  

SEF URLs on ̤  ̥Add suffix off ˭̡̨̡̤̩̓: 

  http://www.example.com/index.php/the-news/1-latest-news/1- welcome-to-joomla  

SEF URLs ̤ ̥ Add Suffix ̞̖ ̱̔˿̜ on ˭ ̡̨̡̤̩̓ :  

 http://www.example.com/index.php/the-news/1-latest-news/1- welcome-to-joomla.html  

 

˼̚ ̱́ ˡ̖̖̎́ ̡̱ɧ ˭̎ʨ̞  A ˄̌ Z̔ĸ̡̩ ˯ǭ ˭Ļʜ̡̠̌ ˭̡̜̟̒ ̡̱̖Ǭ ˮ˿̩̟̞˿ ˭ĸ̣̟ ̱̥ˢ 

̤˫̱ĸ̒ ̛̩ʨ̒ ˿̟Ȥ̱Ȥ ̖ɺ , Unicode Aliases ̞̖ ̤̪˿̨̪̤̜ Yes ̱ ̠̤ ̤̪˿˄̞ ʐǯ̞. 

 

http://www.example.com/index.php/the-
http://www.example.com/index.php/the-
http://www.example.com/the-
http://www.example.com/index.php/the-
http://www.example.com/index.php/the-


 

H. Web application firewall ˹ ˿ĸ ̛̩ʨ̒ Ĺʛ̜  

˼̚ shared hosting ̘̥ˆ˿̜ĸ ̛̩ʨ̩̒ ˿̟ʎ ̖ɺ ̱̥ˢ ˼̌̚ ˿̩̠̱ʧ̡̠̩ ̡̱Ȥ ˿̟̪́Ȧ̱ɺ ˭̘̥ˆ̩̒ 

˯ǭ̖ɺ ˼̱ɧ  Joomla  ̡̱ɧ ˭̎ʨ̱ʍ ˮ̟ĸ̡̣̩ ̪̔ǉ Ĺʛ̜̌, cloud ̱̤ˠ̡̡̩Ȥ ˮʹ̒ Web Application 

Firewall  ˹˿ĸ ̛̩ʨ̒ Ĺʛ̜ ̱̥ˡ̗̜ ʨ̤Ƚ̜ ̡ȧ ˯̒.  

Web application firewall (WAF) ˹ ˿ĸ HTTP ̱ ʧ̔ʪɺ ̤̗̥̩ filter ˹˿ĸ ̥̩ ȥʛĸ̣˿̞ĸ ̱̠̤  

Ŀ̞ ̩˿̟ʎ. ˼ ̌̚ ˹̞ ˼˭̚ ʨ˄Ȥ̜ ˼̱ɧ ̤ʗ̡̟̞̌ install ˿̟ ̪́Ȧ̜̌ ̱̥ˢ  cloud-based ̱̤ˠ̡̡̩ĸ ̛̩ʨ̒ 

˿̠ ̥̪˿.  

̱̜ ̜web application firewall ˹ ˿ĸ ̛̩ʨ̒ Ĺʛ̱̜Ȥ ˼̌̚ spam bot ̡ ʡȤ ˮ̟ĸ̡̣̩Ǭ, bot ̡ ʡȤ 

ˮ̟ĸ̣̩ ʩ̜Ǭ, ̚ ̠̥Ǭ˿̩̟̱̞Ȥ ˯ǯ˘ʩ̜̌ ̟̖̔ ˳Ǭ̤̩̥̞Ȥ ̡̱̥Ǭ brute-force attack ̡ ʡȤ 

ˮ̟ĸ̡̣̩Ǭ, backdoor protection, DDoS protection, SQL injection protection̤̥ ̡̒Ǭ ̱̚ˡ̱̥ˢ ɛ̥̩̟ 

̡ʡȤ ˮ̟ĸ̣̩ ʩ ˄Ƹ̱ɺ ̥̪Ĺ̡̞̩ ̠̪̱ɧ.  

̱̜̜ ̱ʠ̖̱̞̀Ȥˍ ˯ǯ̠Ǭ ̱̚ˡ̱̥ˢ ľ̜ ̤̥ ̩̒ĸ̣Ǜ˿ ˳̘ľ̜ ̱ɺ ˱̥̒ ̤̗̥Ȥ ˿̦ ̱̤ˠ̡̡̩Ȥ 

̤̘̞̖ web application firewall ̥ ̟̥̩ ̠̩́̒̚ ̥̪˿. 

˼̌̚ ̛̩ʨ̒ ˿̠ ̥̪Ĺ web application firewall Ĺˍ̘̞ĸ : Cloudflare. Sucuri and ModSecurity 

 

 

I. ̱́ˡȧ ̤̥ ̡̖̩̜̩ʡ(DIRECTORIES AND FILES) ˮ̟ĸ̣̩ ˿̟ 
̪́Ȧ̜  
 

̱̜̜ ̩̒ĸ̣Ǜ˿ ˳̘ľ̜̔ extensions  ̱̥ˢ ̡̱̖Ǭ  default  ľ̜ ̱ʧ̞̔Ȥ ̥̟̥̩ Ŀ̞̩Ǭ̜˿ ˿̦ ̥̪.˿ 

 

Default ľ̜ ̱ʧ̞̔Ȥ :  

 

1. log ̤  ̥tmp folders ̡ ̠ path  ̡̨̱̖̤ Ĺʛ̜ 
 

https://docs.google.com/document/d/1TRAvuvMs167RxjNlXYf6fgid9O2Xn0oZdUSZYIkE9Rg/edit#heading=h.xkkkm386v012


˼̱ɧ Joomla  ̡̱ɧ ˭̎ʨ̱ʍ ˄Ȏ̡̖ ˄̞˘̜ ̱Ȉ ̪̖́ ̤̥̌Ȥ ̩̒́̚Ȥ̖ ̡̩ʗ̩̒ ̩́̎̚ ˿̟ ̩̒́̚Ȥ̖̩ 
default folder  ˹˿ ̡Ȥ̱Ȥ log folder  ˹˿ ̱ʧ. ̤̩̜̩Ȥ̱̞Ȥ, Joomla ˍ ˹̜ ̡̩ʗ̩̒ ̤̥̌Ȥ ̡Ȥ̱Ȥ, 

http://yoursite/logs ̡̱̞̒. 
 
̜̰Ȏ˿̩˫́ ̨̤̩̘̖̞̓ĸ ̱̥ˢ ̘Ȉ̕ǭ̞ ʨ˄Ȥ files ̥̪˄̟ʨ̜ ˄Ȏ˿̟̖ ʨ̌ ̡̩̒˿̩ʡ˿̡ ˺̡̩ ̩́̎̚ ˿̟ 
̩̪̒́̚Ȧ̱ɺ ̨̤̩̖̞̓ ̱̠̤  Joomla  ʨ˄Ȥ ̤̥ ˹ˍ  extensions  ʨ˄Ȥ tmp (temporary) folder ˹ ˿ ̛̩ʨ̒ 

˿̟ʎ. ̤̩̜̩̖ʓ̱̞Ȥ Joomla ʨ˄Ȥ ˹ˍ  tmp  folder  ˹˿ ̨̤̩̖̓́̒ ˿̟Ȥ̱Ȥ http://yoursite/tmp 
ǯ̠̞.  
 
̱̜̜ files, Joomla  ʨ˄Ȥ ̠̩̱̖̔̚ default location ˍ̜ ǭ̱̚Ȥ̖̌ ̥̪ʛ̱̜Ȥ ̡̱ɧ ɭʧ̤̟̞̌ ˺̡̩ 
̱̤ˡ̞̩̪́Ȧ̜ ̘̥ˆ ̡̖ ȥ̤̩ ̡̱ɧ ɛ̥ ̩̟˿̞Ȥ̌ ˹̞̌ ̠̩̄ ʩ̜̌ ̘̥ˆ̞. ̱ ̜̞ ̡̪̠̪ĸʩ̜̌ ˹ˍ path ˹˿ 
˼̚ ʨ˄Ȥ ̠̩̚ ̱̖̔ ˹˿˿̌ ̡̨̱̖̤ ˿̟Ȥ̖. 

 

2. ˭ ̡̢̖ʓ files ˱̡Ǭ Ĺʛ̜. 

 2.1 XML-RPC server ˹ ˿ ˭Ŀ̞ Ĺʛ̜ 

Xmlrpc ̱  ˯ǭ ̪́̌ʣ̡ ̡Ȥ̱Ȥ ˹ˍ ˮ̟ĸ̢̡̩̱ˍ ˯ǭ ˭̡̩̖̔ɺ ̤̥́̒ ̡̞̚. ˹ ̞ ʨ˄Ȥ ˼̱ɧ ̡̱ɧ 

˭̎ʨ̞̌ ̡̒Ǭ access point ˹˿ĸ ̤̘̞̖ ̪̚ʨȤ Ǫ̟̤̑̓ ɖʨ˅ɺ ̡̠ȍ ̡̱ɧ ˭̎ʨ̞ ɛ̥̩̟̞Ȥ̌ ȥ̡̟̩̟̞̐ 

̱ʧ.  

XML -RPC , Joomla ̤ ̜̄ default ˮ ˿̩̟̱̞Ȥ ̱̖ˡ̠̪̱ɧ. ̖ ɽǬ ˼̚  extensions  install  ˿̟ ˯Ǭ̖ɺ 

˹̞ ̤Ŀ̞ ̱ʧ. xml-rpc ˭ Ŀ̞  ̒Ǭ̡̱ʍ ̩̪̒́̚Ȧ̜ ̡̩̎Ǭ ˳Ż̒ ̱ʧ. XML-RPC ˭ Ŀ̞  ˿̟ ̪̒ɩ̜ ̜ųȤ 

Ǫ̡̟̤̑̓ ˄̌ ˹ˍ ˭Ȥ̒ʗ̞́̒Ȥ ̡̨̱̖̤ Ĺʛ̱ɺ ˭̡̨̡̤̩̒ ˭ʪ̟̩ ̜̔ʎ. 

 2.2. ˳ ǋ́̒(upload) Ĺʛ̱̜Ȥ ̘ˆ̡ ̜˿̩̪̔ɼɺ ̤̥ ɖʚ˄ȎĹʚ̜. 

˼  ̚compressed archives ̱̠ ̤ ˼̱ɧ ̡̱ɧ ˭̎ʨ̞̌ files upload  ˿̟ʎ ̖ɺ (˳̩̔: xxxx.zip), compressed 

file ˹ ˿ ˱̡Ǭ Ĺʛ̜̌ ˭̜̒˿ ̱̖ˡ˿̟Ȥ̖. Failed installation  ˭̡̨̡̤̩̒ĸ ȥ̤̩ ˯ǭʫ ̡̩̒˿̩ʡ˿ (tmp) 

files ǭɨ̞ ̥̪Ĺ ̪̚ʨȤ /temp/ directory ˹ ˿ ̘ʚĸ̣̩ ˿̟Ȥ̖Public server ˹˿˿ Ĺ˄Ȏ ˭̡̢̖ʓ  file 

˹˿ĸ ˱ǭʚ ̱̖ˡ˿̟Ȥ̖. ̛ ̩ʨ̞̒̌ ̱̖ˡ́Ȥ̖̩ ̤̫̜ file ˹˿ĸ̜ ˮ̟ĸ̡̣̩̌ ̒ʗ̖̞̇Ĺ. 

 

3. ̖ ̡̩̜̩ʡ ɽ̟̘̔(directory passwords)  ̡̠ ˮ̟ĸ̡̣̩ 

 
ɽ̟̘̔ ̡̠̌ ̡̩̎Ǭ ̱̥ˡ̗ ˮ̟ĸ̡̣̩ĸ ˯ǭ Ĺʛ̜̌, ˼ ̚ ̌.htaccess ̥ ̟̥̩ ̡̪̔́Ǭ directories ̡̠̌  

password  ̠̩̚ ȍ̱̜Ȥ ˮ̟ĸ̣̩ ˿̦ ̥̪˿.  

 

administrative directory˹ ˿ ˮ̟ŉ̒ Ĺʛ̜ 

 ɖ̡̞̟ 1 : .htpasswd password file ˹ ˿ ȥʗ̜̩̞̐ ˿̟Ȥ̖. Terminal ˹̱˿ˍ ̘̥̒ ̱ĸ̞̒Ȥ 

run  ˿̟Ȥ :̖ 

  htpasswd - c /security/.htpasswd  joomla - admin  

  ̱̜ˍȍ .htpasswd file ˹ ˿̌ path ˹˿  /security/.htpasswd  ̱ ʧ . Apache ʨ˄Ȥ ɖʨ˄̞ 

̥̪Ĺ ˽̖̫̜  path  ˹˿ĸ ̠̩̚ȍ̜̌ ˼̚ ̥̪Ĺ̞. ̱ ̡ɧ ˭̎ʨ̞ ̥̟̥̩ ˯ǯ˘ ʨ̞ ̱̖ˡ̥̪Ĺ directory  ˹˿˿ 

˹̞ ̡̟̗Ȥ̖. 

  joomla-admin - user name. ̱̜̞ ̤̗̥̩ ˽̖̫̜ ̖̜˿ ˼̌̚ ̛̩ʨ̒ ˿̠ ̥̪˿, ̖ɽǬ 

Joomla back-end ˹ ˿ ̤̗̥̩ ̛̩ʨ̩̒ ˿̠ ̖̜̜ ̱̜ˍȍ ̛̩ʨ̒ ̱̖ˡ˿̟Ȥ̖.  

http://yoursite/logs
http://yoursite/tmp


 

 ɖ̡̞̟ 2:  ˼̡̚ ˭ʣǬ ɽ̟ ̘̞̔ĸ ̠̩̱̖̔̚ window  ˹˿˿̌ ̱̞ˡɽ ̡̖ ˭̟̒ ˹ˍȍ ˹̜ ɽ̟̘̞̔ 

̡̖̪̒ ̠̩̱̖̔̚ ̱̠̤ ˱ʠʢ̜ĸ ˄Ȏ ̱˿̱ʗ 

   New password:  

   Re-type new password:  

  Admin login ˹ ˿̌ ̛̩ʨ̒ ˿̠ ɽ̟̘̞̜̔ ̱̜ˍȍ ̛̩ʨ̒ ̱̖ˡ˿̟Ȥ̖. 

 ɖ̡̞̟ 3 : ̱ ̜ˍȍ .htpasswd file ˹ ˿ ȥʗ̜̩̞̐ ̱ʧ. .htpasswd file ˹ ˿ ˹̜ ˭̩̦̔ directory ˹ ˿ 

ǯ̦̜ ȥʗ̜̩̞̐ ʩ ˯ǭ̪̔ʎ ̱̥ˡȻȤ ̘ʚĸ̣̩ ˿̟Ȥ̖.  

  ̱̜̜ file  ˹  ˿ǯ̠ ˼̱ɧ username ˹˿ ̤̥ ɽ̟̘̞̔ ʨ̱ĸ̖̞̒(Encrypt) ˿̟ ˯ǭ 

̱ɕʡ̞ĸ ̔ĸ̖̌ ̠̪̱̚ȧ ˯̒ ,     

˳̩̔ : joomla-admin:OHVKpmZjyzgqw   

ɖ̡̞̟ 4 : ˼ ̱ɧ Joomla ̱ ̡ɧ ˭̎ʨ̱ʍ .htaccess file ˹ ˿̌ ̘̥̒ ̱ĸ̞̒Ȥ ˯ǯ̦Ǭ ˿̟Ȥ̖  

 AuthUserFile  /security/.htpasswd  

   AuthType Basic  

   AuthName "please login"  

   <Limit GET POST>  

   require valid - user  

   </Limit>  

 

   ˿ʡȤ ɖ̡̞̱ʗȍ ˼̚ ȥʗ̜̩̞̐ ˿̦ .htpasswd file ˹ ˿̌ path  ˹˿ : 

/security/.htpasswd  ̱ ʧ. 

 

 ɖ̡̞̟ 5 : ̔ ̪Ȥ ˼̚ Joomla  back-end ˹˿ƶ ˯ǯ˘ʩ̱ɺȍ please login model ˹˿ Ǫ̡̤̱̏ȧ ˯̒.   
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J.  Joomla table prefix ̱ ̡̨̖̤ Ĺʛ̜ 
 

Database table prefix ̞ȧ Joomla table  ˹˿˿ ̖̱̜ˍ ɽʠ ̱˿ˡ̱̤̌ˠˍȍ̜ ̥ɽ̡̖ string ˮ˿̩̟̱ʍ 

̱˿ˡ̤̌Ĺ (˭Ļʜ Ĺˍ̘̞ĹȤ ̤̪ȍ). ̱ ̜̞ ̡̨̱̖̤ ̱˿ˡ̌ ˹̞̜̌ ˮ̱ʧȥ˿ ̖̜ĸ ̠̩̚ȍ̜ ̥̟̥̩ ˹̞ ̥̪ĸ 
Ĺʛ̜̌ ˭̘̥ˆ ̒Ǭ̡̞˿̌ ̱́Ȥ ˭ ̥̪˿. 
̱̜̜ prefix ˹˿ ̡̨̱̖̤ Ĺʛ̜ ˮ˿̩̟ Ĺˍ̘̞˿̌ ˄Ȏ ˿̠ ̥̪˿.  Admin Tools, ̤̩̜̩̖ʓ ˮ˿̩̟̞̌ ̱̥ˢ 

̡̱̪̒ȥ ̘̩ʗ̢̡̱ʍ extension ̡̪ȥ ̡̱̖Ǭ ˮ˿̩̟̞ĹȤ̱̜̞ ˿̠ ̥̪˿.. 

̤̩̜̩̖ʓ ˮ˿̩̟̞ 1 : 

Joomla Back-end ˹ ˿ ̜ųȤ (Super administrators ̘̜̐ʎ) 

ɖ̡̞̟ 1 :  Joomla administrator back end ˹ ˿ ̡̱̒ Log in ̡̱Ȥ.̖  

ɖ̡̞̟ 2 :  System >> Global Configuration ̥ ̟̥̩  Global Configuration  ̡̱̒ ̞Ȥ̖. 

ɖ̡̞̟ 3 : Server Tab ˹ ˿̌ ̞Ȥ̖. Database Settings ̞ ̱̌Ǭ ˯ǭ, Database Prefix field ˹ ˿ ̡̱̒ 

̞Ȥ .̖ ˹ ˍ ̤̥̌Ȥ̡ ˯Ǭ̱Ǭ ˼̱ɧ database prefix ˹ ˿ʎ. 

ɖ̡̞̟ 4 : Database prefix value ˹˿ ̡̨̱̖̤ ˿̟Ȥ̖. ̖ɽǬ ˹̞ Underscore  ˹˿ĹȤ ˭̡̤Ȥ ̡̖ ̡̌̚ 

̥̒ʪʜ ˿̟́Ȥ̖. “_” 

ɖ̡̞̟ 5 : Save & Close button ˹ ˿ ĸʡĸ ˿̟Ȥ̖. 

 

https://docs.google.com/document/d/1TRAvuvMs167RxjNlXYf6fgid9O2Xn0oZdUSZYIkE9Rg/edit#heading=h.rtqgaosfiuqx


Manual ˮ˿̩̟̞2 :  

Configuration.php ˮ ̩̟̱̞̕Ȥ (Site Root Folder ˺ ˿̌ ɖʨ˅̜̌ ̥̪Ĺ̡̞̩ ǭɨ̞ ʐǯ̞) 

ɖ̡̞̟ 1 : Root ̖ ̪̜̪ǭ document ˹̱˿ˍ ˯ǭ configuration.php file ˹ ˿ ̡̱̒ ̞Ȥ̖.  

ɖ̡̞̟ 2 : ˹ ̞ text editor ̱̞̔ʪ̜ĸ ̥̟̥̩ ʨ̡̰̒ ˿̟́Ȥ̖.  

ɖ̡̞̟ 3 : dbprefix ̞ ̖ ̡̖̞̅ ̱̤ˡ̞̩́Ȥ̖.  

ɖ̡̞̟ 4 : ˼ ̌̚  var $dbprefix = 'value' ̞ ̖ ̱ɕʡ̞ Ǫ̡̤̏ȧ ˯̒. ̱ ̜ˍȍ ˼̌̚ Ǫ̡̤̱̏Ȥ̱Ȥ ˼̱ɧ table 

˹̱ĸ  prefix  ˹˿ʎ  (˳̔:  jos_). 

 

 

 

 

 

 

 

 

ɖ̡̞̟ 5 : Database prefix value ˹˿ ̡̨̱̖̤ ˿̟Ȥ̖. ̖ɽǬ ˹̞ Underscore  ˹˿ĹȤ ˭̡̤Ȥ ̡̖ ̡̌̚ 

̥̒ʪʜ ˿̟́Ȥ̖. “_” 

ɖ̡̞̟ 6 : configuration.php file  ˹ ˿̌ ˿̠ ̡̨̱̖̤˿ɺ  save  ˿̟Ȥ̖. 

̤̩̜̩̖ʓ ˮ˿̩̟̞  3 :  

Database Interface ˹ ˿ĸ ˮ̩̟̱̞̕Ȥ  (Database ˹ ˿̌ ɖʨ˅̜ ˭̡̢ʓ ̱ʧ) 

ɖ̡̞̟ 1 : phpMyAdmin ̥ ̟̥̩ ˼̱ɧ Joomla ̡̱ɧ ˭̎ʨ̞̌ Log ̡̱Ȥ.̖ ˼ ̌̚ ʨʨ̕ databases Ĺˍ̜̞ĸ 

˯Ǭ̖ɺ ˼̚  Log ̡̱Ȥ̱Ȥ ˼̱ɧ ̡̱ɧ ˭̎ʨ̞̌ ˭̩̦̔ database ˹̱˿Ȥ̜ ̡̌̚ ˿ʠ̘̖̩˿̩ʛ ̡Ȥ̖ - ˹̜ 

̖̜ ˼̌̚ configuration.php file ˹̱˿ˍ $db variable ˹ ˿ ̥̟̥̩ ̪̔Ĺ̞ ̥̪˿.  

 

ɖ̡̞̟ 2 ˼ ̱ɧ  Joomla! Database ˹ ̱˿ˍ ˯ǭ ˄̞˘̜ tables ̘ʚĸ̣ ˿̟Ȥ̖. 

 

 

ɖ̡̞̟ 3 check all option ˹ ˿ ˭̤̠ ˯ǭ select box ˹̱˿Ȥ, "Replace table prefix" ̠ ̩̚ ̱̔Ȥ̖. 



 

 

ɖ̡̞̟ 4 : ̪̖̔̌ ̡̘ǭ̖  database prefix ˹  ˿"From" field ˹ ̱ĸ ̠̩̚ ȍ ˭ʣǭȤ ˼̚ ̱̞ˡ̖̔ database 

prefix ˹  ˿"To" field ˹ ̱˿ˍ ̱̞ˡ̔Ȥ̖. ˹ ̜ ̖̜ underscore ˹˿ĹȤ ˭̡̤Ȥ ̡̖ ̡̚ ̥̒ʪʜ ˿̟́Ȥ̖. 

“_” 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

ɖ̡̞̟ 5 : "Submit" ĸʡĸ ˿̟Ȥ̖. 

 

 

̡̪̔́Ǭ : phpMyAdmin ̤ ̗̥̩ login database credentials ̠̩̪́̚Ȧ̜. 

 ɖ̡̞̟ 1 : Joomla root folder ˹ ̱˿ˍ ˯ǭ configuration.php ʨ̡̰̒ ˿̟  

 ɖ̡̞̟ 2 : ˼ ̱ɧ database ˹̱ĸ ̖̜ ̱̤ˡ̞̩́Ȥ̖  

   ̘̥̒ ̱ĸ̞̒ ˯ǭ ̱ɕʡ̞ ̡̱̒ ̞Ȥ̖  

   var $db = 'x1234'; or public $db = 'x1234';  

   ̱̜ ̱x1234 ̞ȧ ˼̱ɧ  database ˹̱ĸ ̖̜ ̱ʧ.  

 ɖ̡̞̟ 3 : ˹ ̜ database ˹̱ĸ ̖̜̌ ̘̥̠ ̱ɕ˖̱̞ˍ ˼̱ɧ database ˹̱ĸ Username ˹˿ ̥̩  

password ˹˿ ̤̗̥Ȥ ̱ʧ. 

 



 


