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Authentication Method Google Authenticator -

such as FreeOTP, for two factor authentication. In addition to your usemame and password you will also need to provide a six digit security code to be able to login to this

This feature allows you to use Google ora ible appl
site. The security code is rotated every 30 seconds. This provides exira protection against hackers logging in to your account even if they were able to get hold of your password.

Step 1 - Get Google Authenticator

Download and install Google Authenticator, or a compatible application such as FreeOTP, on your smartphone or desktop. Use one of the following:
« Official Google Authenticator app for Android, iOS and BlackBerry
« Compatible clients for other devices and operating system (listed in Wikipedia)

ck with a time-server. Time dift in your device may cause an inability to log in to your site

Please remember o sync your device's cla

Step 2 - Setup

You will need to enter the following 1o Google ora app.
Account adminKrish@localhost
Key MQDMFENO3UDOVYBA
B View Site Visitor Administrator Messages | == Log out © 2020 testJoomla

If you want to change the key, disable the two factor authentication. When yeu try enabling it again it will generate a new key.
Step 3 - Activate Two Factor Authentication
To verify that everything is set up properly, please enter the security code displayed in Google Authenticator in the field below. Afterwards. please save your user profile. If the code is correct, the Two Factor Authentication feature will be enabled
Security Code

One time emergency passwords

If you do not have access to your two factor authentication device you can use any of the following passwords instead of a regular security code. Each one of these emergency passwords is immediately destroyed upon use. We recommend printing

these passwords out and keeping the printout in a safe and accessible location, eg your wallet or a safety deposit box

ds generated in your account. The passwords will be generated automatically and displayed here as soon as you activate two factor authentication

There are no emergency one time passwi
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Authentication Method YubiKey -

This feature allows you to use a YubiKey secure hardware token for two factor authentication. In addition to your usemame and password you will alse need to insert your YubiKey into your computer's USB port, select inside the Secret Key area of the
site's login area and touch YubiKey's gold disk. The secret code generated by your YubiKey is unique to your device and changes constantly. This provides extra protection against hackers logging in fo your account even if they were able to get hold of
your password.

Set up

Please insert your YubiKey device into your computer's USB port. Select the Security Code field below. Then touch the gald disk on your YubiKey device for one second. Afterwards, please save your user profile. If the code generated by your YubiKey is
validated by YubiCloud the Two Factor Authentication feature will be enabled and this YubiKey will be linked with your user account.

Security Code

One time emergency passwords

If you do not have access to your twe factor autheniication device you can use any of the following passwords instead of a regular security code. Each one of these emergency passwords is immediately desiroyed upon use. We recommend printing
these passwords out and kesping the printout in a safe and accessible location, ag your wallet or a safety deposit box

There are no emergency one time in your account. The passwords will be generated automatically and displayed here as soon as you activate two factor authentication
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Global Configuration

Content ~
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v | Saves Close | | @ | Cancel

Global Gonfiguration

COMPONENT
Articles
Banners

Gache
Checkin
Contacts
Installer
Joomia! Update
Languages
Media

Menus
Messaging
Modules
Multlingual Associations
News Feeds
Plugins

Ste = System  Server  TextFilters
Site Settings

Site Name * testJoomia
Site Offline Yes

Offline Message

Custom Message
maintenance. <br
hark anain ennn

Offline Image ®

Inline Editing Modules

Default Editor Editor - TinyMCE

This site is down for

Permissions

No

Use Custom Message S

>Please check I
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Select

x

. ! "1:Database” , Backup L &:

ca

N

r J
G, ...
J v
a
SEleotIee
Recent Favorites
@@
o information_schema
=—  joomla
x
14 >>>
— d New

d, , 3:exporttab .

-} tf7Ih_action_logs

1+ tf7Ih_action_logs_extens
~ b tf7Ih_action_logs_users
~ ¥ tf7Ih_action_log_config
-~ tf7Ih_assets

~ b~ tf7Ih_associations

~ i tf7Ih_banners

~ b~ tf7Ih_banner_clients

~ 1 tf7Ih_banner_tracks

~1 tf7Ih_categories

~ b~ tf7Ih_contact_details
-~ tf7Ih_content

- b tf7Ih_contentitem_tag_m
-1 tf7Ih_content frontpage
-7 tf7Ih_content_rating

~ 1 tf7Ih_content types

~1 tf7Ih_core_log_searches
- i tf7Ih_extensions

- 1» tf7Ih_fields

~ b~ tf7Ih_fields_categories
-1+ tf7Ih_fields_groups

-7 tf7Ih_fields_values

~ 1 tf71h_finder filters

_ [gerver

H ror - ¢

4 Structure [] SQL | Search
ti71h_messages_cfg ®
tf7Ih_modules w
tf7Ih_modules_menu w
tf71h_newsfeeds *
tf7Ih_overrider w

tf71h_postinstall_messages
tf71h_privacy_consents
tf71h_privacy_requests w
f71h_redirect_links *
tf7Ih_schemas
tf71h_session
tf71h_tags
tf71h_template_styles
tf7lh_ucm_base w
tf71h_ucm_content
tf7Ih_ucm_history
tf71h_updates w
tf71h_update_sites
tf71h_update_sites_extensions
tf71h_usergroups W
tf71h_users

tf71h_user_keys

1f7lh_user_notes w

tf7Ih_user_profiles w

tf71h_user_usergroup_map w
m Console

K2 K

Query =} Export

| Browse ¢ Structure
| Browse [ Structure
.| Browse Jz Structure
-| Browse {s Structure
| Browse lt Structure
| Browse [t Structure
| Browse s Structure
| Browse {4 Structure
~| Browse  Structure
| Browse 4 Structure
__| Browse s Structure
| Browse 4 Structure
| Browse s Structure
| Browse 4 Structure
| Browse s Structure
| Browse {4 Structure
-] Browse s Structure
=] Browse 4 Structure
| Browse Jr Structure
| Browse {4 Structure
| Browse J# Structure
| Browse 4 Structure
| Browse lt Structure
| Browse {4 Structure

| Browse s Structure

Iluser§ll+- _
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. phpMyAdmin tool

SEOQ Settings

Search Engine Friendly
URLs

Use URL Rewriting
Add Suffix to URL
Unicode Aliases

Site Name in Page Titles

Cookie Settings

€«

No

[i2 Import J* Operations = leges &
% Search ¥ Insert B Empty @ Drop @ InnobDB
% Search ¥ Insert §§ Empty @ Drop 27 InnoDB
% Search $ Insert &% Empty @ Drop 29 InnoDB
% Search 3¢ Insert lﬁ Empty @ Drop 0 InnoDB
% Search ¢ Insert i Empty @ Drop © InnoDB
% Search ¥t Insert §§ Empty @ Drop 9 InnoDB
% Search %¢ Insert & Empty @ Drop @ InnoDB
% Search 3¢ Insert &9 Empty @ Drop 0 InnoDB
4 Search ¢ Insert &% Empty @ Drop 0 InnoDB
% Search ¥i Insert 9 Empty @ Drop 1 InnoDB
% Search ¢ Insert &9 Empty @ Drop 3 InnoDB
% Search 3 Insert §9 Empty @ Drop 1 InnoDB
% Search % Insert @ Empty @ Drop 4 InnoDB
% Search ¢ Insert §§ Empty @ Drop 0 InnoDB
% Search Insert Iﬁ Empty @ Drop @ InnoDB
% Search 3¢ Insert & Empty @ Drop  InnoDB
% Search ¥: Insert &9 Empty @ Drop 78 InnoDB
% Search ¥ Insert 9 Empty @ Drop 3 InnoDB
% Search ¢ Insert &8 Empty @ Drop 3 InnoDB
% Search 3¢ Insert ﬁ Empty @ Drop 9 InnoDB
% Search 3 Insert &% Empty @ Drop 1 InnoDB
% Search 3¢ l%’l Empty @ Drop 0 InnoDB
% Search ¢ Insert i Empty @ Drop © InnoDB
% Search 3¢ Insert & Empty @ Drop @ InnoDB
% Search @ Drop 1 InnoDB

¥¢ Insert g Empty

Yes No
.
.

Routines & Events
utf8mb4_unicode ci  16.
utf8mb4_unicode_ci 64.
utf8mb4_unicode_ci 16
utf8mb4_unicode ci 128
utf8mb4_unicode_ci 16
utf8mb4_unicode_ci 16
utf8mb4_unicode_ci 32
utf8mb4_unicode_ci 16
utf8mb4_unicode ci 48
utf8mb4_unicode_ci 16
utf8mb4_unicode_ci 64
utf8mb4_unicode ci  128.
utf8mb4_unicode _ci 64
utf8mb4_unicode_ci 64
utf8mb4_unicode_ci 208
utf8mb4_unicode_ci 48
utf8mb4_unicode ci 16
utf8mb4_unicode ci 16
utf8mb4_unicode_ci 16
utf8mb4_unicode_ci 80
utf8mb4_unicode_ci 80
utf8mb4_unicode_ci 48
utf8mb4_unicode_ci 48
utf8mb4_unicode_ci 16
utf8mb4_unicode_ci 16

)
0

.0
.0

Triggers

KiB
KiB
KiB
KiB
KiB
KiB
KiB
KiB
KiB
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KiB
KiB
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KiB

te oomla & 1~

! Joomlal

© | Help

v More



phpMyAdmin
SHledIwe

Recent Favorites

@
oF information_schema
l, joomla
(o= o s these, Erier 0 ]
1>
g New

+- tf7lh_action_logs

+- 14 tf7Ih_action_logs_extens
+-1 tf7Ih_action_logs_users
#-}4 tf7Ih_action_log_config
L-y, tf7Ih_assets

+- 1 tf7Ih_associations

4+ tf7Ih_banners

+-1 tf7Ih_banner_clients
4+~ tf7lh_banner tracks
4+ tf7Ih_categories

#-}4 tf7lh_contact_details
#+-} tf7Ih_content

+-1 tf7Ih_contentitem_tag_m
Tfy, tf7Ih_content_frontpage

phpMyAdmin
e I&e
Recent Favorites
&~ information_schema
joomla

x

E
1 j >>>

- d New

-4 tf7Ih_action_logs

- tF7lh_action_logs_extens|

-4 t7Ih_action_logs_users

¥ t7Ih_action_log_config E

- tF7Ih_assets

-4 tf7Ih_associations

-4 tf7lh_banners

¥ tf7Ih_banner_clients

-4 t7Ih_banner_tracks

44 t7Ih_content_frontpage
¥ t7Ih_content_rating

- tf7Ih_content_types

4 tf7lh_core_log_searches
-4 tf7lh_extensions

¥ tf7Ih_fields

4 HT7Ih_fields_categories
- t7Ih_fields_groups

¥ tf7Ih_fields_values

# tf7ih_finder_filters
- t7Ih_finder_links

4 t7Ih_finder_links_terms(
¥ H7Ih_finder_links_terms
- tf7Ih_finder_links_terms:

| Browse

New template:

.| Browse

 Structure [ SQL 4 Search

« Showing rows 0 - 0 (1 total, Query took 0.0006 seconds.)

SELECT * FROM "tf71h users”

% Insert o} Export [& Import

=7 Privileges  Operations % Tracking 3= Triggers

Profiling [Edit inline] [ Edit ] [ Explain SQL ][ Create PHP code ][ Refresh]

Show all | Number of rows: | 25 -|

+ Options
-
—T— id name wusername email password block sendEmail registerDate
Si
& Edit 3e Copy @ Delete 358 ::rer adminKrish  pkrishnni.17@cse.mrt.ac.lk $2y$10$a0mKGqkOWB1XR5wtg3F/Z.IU.mH47a.84NOMdyYENA/... 0 1 2020-07-16 0

t Check all With selected: 7 Edit 3¢ Copy @ Delete =} Export

Show all | Number of rows: | 25 :I Filter rows: |Se this table

‘ Query results i ‘

A nees

4 Structure [ SQL | Search

¥ Insert = Export |

Exporting rows from "tf7lh_users" table

xport templates:

Existing templates:

Create Template

xport method:
© Quick - display only the minimal options

Custom - display all passible options

Format:
- t7Ih_categories
b tf7lh_contact_details s50L j
- tf7Ih_content
-4 tf7lh_contentitem_tag_m
Rows:

Dump some row(s)

© Dump all rows

Console

Import

- Select a template - :| update

K

= Privileges

Delete

/* Operations % Tracking I Triggers
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2. Shared Servers
..h w, 1 Le_ 1 L, , v _ "t 17q., ._.AA° O
.1, " “sharedservér ., k '  t' ,., 1 G hared_bBostlipg. xkt h
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1./ fh ¢, BSLCertificate, ' . . . L[¢&,

= - -

CertifiwatelLeghosting pgervvdarerconfi gur.at,,ons ~
;- ..., hosRidng!'fa, . or_ .. .. Z
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2 ./ 7. _ Bpoomla , h " “FaceHTTPS/SSL Lt L&

[4

d. , 1:configuration.phdile " . . . . Z.
. _ [gonfiguration.phgdile = . o ‘ . Z.

J ~
. .82 L 2,

var $live_site =";

~ ‘

Soa, < A

var $live_site =https://www.yourdomain.corh

d, , 2:.htaccessfile . . . .. Z,

htacceséile s, ' . .., _&+, . _ .32 _., """ Z

«

RewriteEngine On


https://www.your-domain.com/

RewriteCond %{HTTPS} OFF

RewriteRule (.*) https://%{HTTP_HOST}%{REQUEST_URI}

d, ,3:jooma. Admi pt ™ L e
l:Joomlaadmi ni nstrat.dved bbgadk end
2 : System >>Global Configuration , * . Z.

3:Servertab” _ _,Server Settings ! 7 _, . " ‘s ,F’orbe SSL L
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B{ System- Users- Menus - Content~ Components - Extensions~ Help ~ testloomla 2 -

Global Configuration oo 4 Joomlal’

Site System Server Text Filters Permissions

Global Configuration

Server Settings Database Settings
Articles
Banners
Cache Path to Temp Folder /opt/lampp/htdocs/Joomla/tmp Database Type MySQL (PDO)

Check-in ~
Gzip Page Compression Yes “ Host * localhost
Contacts

Installer

Error Reporting System Default - Database Username * root
Joomla! Update
Media
None
Menus Location Settings Administrator Only Database Tables Prefix 17Ih_
M
Mezs?gmg Entire Site
lodules Mail Settings
Muttiingual Associations Website Time Zone Universal Time, Coordinated ... ~

News Feeds

Pugins FTP Settings Sond Ml S

Post-installation Messages

Privacy Disable Mass Mail Yes “
Redirects Enable FTP Yes [ o]

Search From Email pkrishnni.17@cse.mrt.ac.lk

4 :Save & Close * K2K .. Z.
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L . .Uptrends, DotcomMonitor
RSTickets and Intrusion Detection System _ 22 oo ml| a
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System ~ Menus ~ Content ~+ Components ~ Extensions ~ Help ~

. You have post-installation messages
/' New Atticle

@ Articles
& Categories

B Media Read Messages

There are important post-installation messages that require your attention.

This information area won't appear when you have hidden all the messages

= Menu(s) LATEST ACTIONS

% Modules User adminKiish logged in to admin B 2020-07-19 13:49
User adminKrish logged in to admin B 2020-07-19 10:52
& Users User adminiish logged in to admin B 2020-07-13 09:18
4 s
2. No Urgent Request User adminKrish logged out from admin B 2020-07-19 09:18
User adminKrish logged in to admin B 20200719 08:15
B Gilobal
@ Templates
POPULAR ARTICLES RECENTLY ADDED ARTICLES
¥ Language(s)
About B 2020-07-16 05:55 About Super User B 2020-07-16 05:55
Working on Your Site B 202007-16 0555 Working on Your Site Super User B 202007160555
&, Install Extensions
Welcome to your blog B 2020.07-16 0555 Welcome to your blog Super User B 202007-16 05:55
About your home page 2020-07-16 05:55 e )-07-
» Joomia [, Update now! v pag B About your home page Super User B 2020-07-16 05:55
7 All extensions are up to date. Your Modules B 2020-07-16 05:55 Your Modules Super User B 2020-07-16 05:55
LOGGED-IN USERS SITE INFORMATION
Super User Administration B 2020-07-19 13:49 Q os Linux k
o PHP 748
© View Sie Visitors Administrator Messages | = Log ou ©2020 testloomia
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Plugins

Templates

Language(s)
LATEST AC\.~..

Menu(s)

W Modules User adminKrish logged in to admin
User adminKrish logged in o admin

R Users User adminKrish logged in to admin

R No Urgent Requests

- FRTREGN User adminKrish logged out from admin
User adminKrish logged in to admin

2 Gl

@ Templat

-, POPULAR ARTICLES

~ Language(s

«

b About

7.16 0555

Sontent « mponents -

2020-07-19 13:49

2020.07-19 10:52

@ 2020.07-19.09:18

-]

2020-07-19 09:18

2020-07-19 09:15

RECENTLY ADDED ARTICLES

2020.07-16 0555

About Suner User =

oomlagt L -

¥ Joomlal

+ | Publish | @ [ | Checkin | | [  Baich | W | Trash

Sitg . Q

Duplicate Unpublish

Search Tools « Clear

Position = Type

Tags - Similar

v |-
v |- I

v |- Author Me Meny

v " Meny

o

v [ =] Imag Custom

v - Popular Tag position-7 )5 - Popular

:Modules™ 39,2, h
Z. s, Z,

d, , 3 ~ Administrator.

fiNewo

_ Qc IFeédgDbisplay ' s, Z.

® System ~ Users ~ Menus ~ Content - Components ~ Extensions ~ Help ~

% Modules (Administrator)

® | cancel

Select a Module Type:
Action Logs - Latest This module shows a list of the most recent actions.
Administrator Menu This module displays an administrator menu module.
Administrator Sub-Menu This module shows the Sub-Menu Navigation Module.
Articles - Latest This module shows a list of the most recently created Articles.
Custom This module allows you to create your own Module using a WYSIWYG editor
Feed Display This module allows the displaying of a syndicated feed.
Joomla! Version Information This module displays the Joomla! version.
Logged-in Users This module shows a list of the Logged-in Users.
Login Form This module displays a username and password login form. It can't be unpublished.
Multilingual Status This module shows the status of the multilingual parameters.

Popular Articles This module shows a list of the most popular published Articles that are still current.

d., , 5:Feed Module configuratiod g _ ,,Z, . 3

© Hep & Oplions
Position ascending - 20 .
Pages Access Language D
All Pubkic Al 80
Al Public Al 86
All Public Al
Al Special Al 80
Al Public Al 1
All Public All 17
All Public Al 88
Al Public Al 89

_lcon Menu{ .

testloomla® 2 ~

¥ Joomlar



Title : Security Announcements i
http://feeds.joomla.org/JoomlaSecurityNews FeedURL.  3_ O .. Z .
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SEFURLs L . _: t
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R
Search Engine Friendly URLs, _Yesbutton . K2k .. Z.
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Sdebug = '8';
S$debug_lang = '0';
$debug_lang_const = '1';
Sdbtype = 'pdomysql';
Shost = 'localhost';

Suser = 'root';
Spassword = '';
$db = 'joomla';

sdbprefix = '"tf71lh_';
Slive_site = '';

S$secret = 'vfuZ8B73m5GHAWFU'}
$gzip = '0';



