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1. Update WordPress

The latest version of WordPress is always available from the main WordPress website at
https://wordpress.org.

Since version 3.7, WordPress has featured automatic updates. Use this functionality to ease the
process of keeping up to date.

# wordpress &1 P + New

You have the latest version of WordPress. Future security updates will be applied automatically.

@ Dashboard

Learn more about WordPress 5.4.1.
Home
Updates 1 .

Plugins
# Posts The following plugins have new versions available. Check the ones you want to update and then click "Update Plugins®.
q: Media Update Plugins
I Pages —

[ Qalact &l

2. Update themes and plugins

While updating the WordPress core, don’t forget to update your themes and plugins too. Hackers
are particularly fond of old themes and plugins with known security holes.



https://wordpress.org/

Update plugins

The following plugins have new versions available. Check the ones you want to update and then click "Update Plugins”.

@& Dashboard

. Update Plugins
ome

Updates 2 )

Select all

Select All

Akismet Anti-Spam

A Posts

You have version 4.1.5 installed. Update to 4.1.6. View version 4.1.6 details,
Compatibility with WordPress 3.4.2: 100% (according to its author)

07 Media

| | —
I® Pages @

® comments

]

Update Plugins

& Appearance

Update theme
Themes
¥ comments
The following themes have new versions available, Check the ones you want to update and then click “Update Themes”,
>
& Appearance Please Note: Any customizations you have made to theme files will be lost. Please consider using child themes for modifications.
¥ Plugins {1
» 9 ‘ Update Themes
s Users
\?\ elec |
& Tools V] Select Al
(V) Twenty Nineteen

B Settings

= You have version 1.5 installed. Update to 1.6

Select All

Wordfence @

Oc

When we select plugins, normally we should check;

e Plugin reviews
e How many users used that plugin
e Previous vulnerabilities

We can recommend contact form plugin, WAF, backup plugin and security plugin for use.

R/

** WAF — wordfence plugin
» Contact form plugin —wp forms

Y/

< Backup plugin — updraft

D)

DS

These recommendations can change with the time.

When we use a plugin, we should go to https://wpvulndb.com/ and search for checking their
vulnerabilities.



https://wpvulndb.com/

WPScan Vulnerability Database

Try our AP
[upclre:ﬂ J [
1D Added Title
9843 2019.08-28 Updrafplus < 1.13.5 - XSS
9840 2019-08-28 Updraftplus < 1.9.64 - XSS
/918 2015-04-20 UpdraftPlus Backup & Restoration 1.9.6.3 - Cross-Site cripting (X55)
781 2015.02.03 UpdraftPlus < 1.9.50 « Frivilege Escalation via Nonce Leakage

3. Use unique & strong passwords

Many potential vulnerabilities can be avoided with good security habits. A strong password is an
important aspect of this.

Things to avoid when choosing a password:

= Any permutation of your own real name, username, company name, or name of your
website.

= A word from a dictionary, in any language.

= Ashort password.

= Any numeric-only or alphabetic-only password (a mixture of both is best).




How to change password in a WordPress account.

A Appearance

.
Er Plugins (3

o Users

All Users

Account Management x

MNew Password password [ ¢ Hide “ Cancel I
Very weak

Confirm Password [:I Confirm use of weak password

Account Management

MNew Password [ diSZsm3nmdm4d5252 ]I:

Strong

Sessions

Youw are only logged in at this location.

Update Profile

4. Securing wp-admin and wp-includes

Adding server-side password protection to /wp-admin/ adds a second layer of protection around
your blog’s admin area, the login screen, and your files. This forces an attacker or bot to attack
this second layer of protection instead of your actual admin files.

A second layer of protection can be added where scripts are generally not intended to be
accessed by any user.

One way to do that is to block those scripts using mod_rewrite in the .htaccess file.




# Block the include-only files.
<IfModule mod rewrite.c>

RewriteEngine On
RewriteBase /

RewriteRule “wp-admin/includes/ - [F,L]

RewriteRule !“wp-includes/ - [S=3]

RewriteRule “wp-includes/["/]+\.php$ - [F,L]

RewriteRule “wp-includes/js/tinymce/langs/.+\.php - [F,L]
RewriteRule “wp-includes/theme-compat/ - [F,L]

</IfModule>

File Edit Selection View

v OPEN EDITORS
b 3 -htaccess
¥ WORDPRESS
> wp-admin

> wp-includes
htaccess
e pip

F license.txt

* wp-blog-header.php

' wp-comments-post.php

¥ wp-config.php
® wp-cron.php
wp-links-opml.php
load.php
" wp-login.php
' wp-mail.php
-settings.php
¥ wp-signup.php
® wp-trackback.php
c.php

This should place above the line # BEGIN WordPress

Help htaccess - wordpress sual Studio Code

htaccess X

# Block the include-only files.

<IfModule mod_rewrite.c>

RewriteEngine On

RewriteBase /

RewriteRule “wp-admin/includes/ - [F,L]

RewriteRule !“wp-includes/ - [S=3]

RewriteRule "“wp-includes/[~/]+\.php$ - [F,L]

RewriteRule “wp-includes/js/tinymce/langs/.+\.php - [F,L]
RewriteRule “wp-includes/theme-compat/ - [F,L]
</IfModule>

# BEGIN WordPress

# The directives (lines) between “BEGIN WordPress™ and "“END WordPress™ are
# dynamically generated, and should only be modified via WordPress filters.
# Any changes to the directives between these markers will be overwritten.
<IfModule mod_rewrite.c>

RewriteEngine On

RewriteBase /wordpress/

RewriteRule *index\.php$ - [L]

RewriteCond %{REQUEST_FILENAME} !-f

RewriteCond %{REQUEST_FILENAME} !-d

RewriteRule . /wordpress/index.php [L]

</IfModule>

# END WordPress

5. Securing wp-config.php

If you use a server with .htaccess, you can put this in that file (at the very top) to deny access to

anyone surfing for it:




<files wp-config.php>
order allow,deny

deny from all
</files>

File Edit Selection View Go Run Teminal Help -htacress

@ hiaccess X

* OPEN EDITORS

* WORDPRESS

admin

readm S
wp-admin/include:

itefule !“wp-include

iteRule

iteRule * js

iteRule “wp-includes/theme-compa
. LiModul

# BEGIN WordP:
# The di i

# dynamical
6. Disable file editing in WordPress admin

The WordPress dashboard by default allows administrators to edit php files, such as plugin and
theme files.

Plugins s P|ygin Editor

Updates (2

Welcome to WordPress!

wW \ mble yme lind to get yvou started
»»» Posts
¥y Media Get Started Next
W Pages &
ze Your Site
’ Comments o o
rthame complataly 3
Appearance
£

1 installed Plugins
Users Add New

Plugin Editor
Tools

Settings No Information yet

Site health checks will automatically run periodically to gather information abc

You can also visit the Site Meglth screen to gather information about your site




Appearance = Theme Editor

Posts

3 Media Get Started N

Pages |
Customize Your Site
Comments 4
npl {»
Themes
<]

¥ Plugins 4 Customize
Widgets
Usors 9
Menus

Tools
Background

Settings No information yet

llapse menu 3 Ve checks will automatically run peariodically to gather informatio

1@ Health screen to gather Information about you

This is often the first tool an attacker will use if able to login, since it allows code execution.
How to disable file editing in WordPress

define (“DISALLOW_FILE_EDIT”,true);

** wp-activate.php
' wp-blog-header.php

define(
define("DI
* xmirpc.php *

Above this line

if ( ! defined(
define( °*

ce ABSPATH .

> OUTLINE




After entering that line of code

B Pages

» Twenty Nineteen Twenty Ser
Comments

’ Appearance
Useers
Tools

B Settings

This will not prevent an attacker from uploading malicious files to your site, but might stop some
attacks.

7. Use a web application firewall (WAF)
There are many plugins and services that can act as a firewall for your website.
We recommend wordfence plugin for this because others can have some security issues.

Wordfence plugin installation

After installation you can see;

Firewall

Learning Mode Until June 19, 2020 Premium Protection Disabled

UM 55813 & i1 Teewal
[ NP .t w “Gr7y ”
y . Ipgrade n te
recommend pou Wordtencs o f N Te (e po0 NG at Srawoll
- 3
MANAGE FIREWALL ARIN MOS UPGRADE TO PREMILIV
r N
N Setings / \
( 1oo% )
Wodlece @ ¢ \ )
g
Webd Applcation Firewall Firewasll Rules: Community Real-Time W Blackist; Disabled Brute Force Protection

Manage WAT Upgrade in Premiam Marage Bite Faren Profecton

Upgrade to Premiam



Wordfence.pdf
Wordfence.pdf

When we select WAF plugin, we should check:

e Features they provide
e Updates frequency

Special for something like this

= Blacklist (ip range allowed).
=  Whitelist (ip range allowed).
e Dynamic blacklist.
e Events recording which can be viewed by admins from back end.
e Alert of strict mode.
e File integrity checker
e Malware scanner

8. Security through obscurity

Rename the administrative account

When creating an administrative account, avoid easily guessed terms such as admin or webmaster as
usernames because they are typically subject to attacks first.

* - ss
I .
- tsspro;ect Your WordPress T T——
+_  test =
[ — Database py @ Delete 1| admin SPS$Bjmi1.qRn2kxcy7sbxzddZ72Q/9
| 2 == = X [ Checkall With selected: 7 Edit 3¢ Copy @ Delete =] Export
o New

T-_f wp_commentmeta

T_“/" wp_comments [ Showall | Number of rows 25 v Filter rows: | Search this table

-'0'-_/7 wp_links y

T_! wp_options Query resuits operations

T-_f, wp_postmeta ‘1;»1 Print 3= Copy to clipboard 5] Export g, Dispiay chart |§] Create view

T__f wp_posis

T-,f wp_termmeta

'Ii'..Afi wp_terms Bookmark this SQL query |

-'l-_x wp_term_relationships - )

T"“' wp_term_taxonomy Label- [] Let every user access this bookmark

+ i~

i

T-/ Wp_users

+- wp_wiblockedipiog

| Browse # Structure [/ SQL , Search ¥ Insert &

Run SQL query/queries on table wordpress.wp_users: 44

UPOATE wp_users SET user_login ="newuser” WHERE user_ login="admin”;
A

1

9 New Username




+ Options
— | — v ID user_login user_pass

] dit %: Copy @ Delete 1 |newuser SP3BjmI1.gRn2kxcy7sbxzddZ72Q/9N

o

7 (] Check all With sefected” 7 Edit 3« Copy @ Delete o Export

(=

9. Data backups

No matter the size of your WordPress website, finding a way to keep it safe from issues such as updates
gone wrong, hacking, user error and crashes should be of the utmost importance.

How to backup a WordPress site with an easy-to-use, free backup plugin. we recommend UpdraftPlus
plugin for this.

Step 1

# wordpress <32

@ Dashboard P|ugin;

;f Posts All (2) | Inactive (2) | Update Available (1)

07 Media | Bulk Actions v H Apply l

M Pages

| Plugin Description

C ts — ) . - ) ) ) ) )
¥ Commen _ | Akismet Anti-5pam  Used by millions, Akismet is quite possibly the best way in the world to protect your blo

activate the Akismet plugin and then go to your Akismet Settings page to set up your A

Activate Delete

® Appearance
" Appe Version 4.1.5 | By Automattic | View details

£ Plugins 1

¥ There is a new version of Akismet Anti-Spam available. View version 4.1.6 details or update now

Step2

Keyword » || updraft
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Step 3

UpdraftPlus WordPress Backup Plugin Install Now
Backup and restoration made easy. Complete backups; More Details

manual or scheduled {(backup to Dropbox, S3, Google
Drive, Rackspace, FTP, SFTP, email + others).

Updraftilu

8y UpdraftPius.Com, DavidAnderson

{3.548) Last Updated: 3 weeks ago
2+ Million Active Installations ¥ Compatible with your version of WordPress
Step 4
UpdraftPlus WordPress Backup Plugin Activate
Backup and restoration made easy. Complete backups; More Details

manual or scheduled {(backup to Dropbox, S3. Google
Drive, Rackspace, FTP, SFTP, email + others).

Updrafthlus

By UpdraftPius.Com, DavidAnderson

(3.548) Last Updated: 3 weeks ago

2+ Million Active Installations v Compatible with your version of WordPress

Last log message:

(Nothing has been logged yet)

Existing backups @)

More tasks: Upload backup files | Rescan

Wordfence @

11




Step 6

UpdrattHlus.Com | Premium | Mews | lwitter | support | Newsletter sign-up | Lead developer's homepage | FAUS | More plugins - Version: 1.70.43

Backup / Restore dvanced Tools Premium / Extensions

Files backup schedule:/ Fortnightly | and retain this many scheduled backups: \
and retain this many scheduled backups: \

To fix the time at which a backup should take place, (e.g. if your server is busy at day and you want to run
overnight), to take incremental backups, or to configure more complex schedules, use UpdraftPlus Premium

Migrate / Clone | | Settings

Database backup schedule:

Step 7

If we select Google drive option for remote storage (we can select other options also);

Choose your remote storage
(tap on an icon to select or
unselect):

S3.Compatible (Generic)

(') UpdraftPlus Vault ! [ Ftp [
v Dropbox

Amazon 53 [

.. Microsoft Azure ‘D‘ OpenStack (Swift)

SFTP / SCP DreamCbjects

Choose remote

storage

m Rackspace Cloud Files

% Google Drive

£ Microsoft OneDrive

You can send a backun to more than one destination with an add-on,

Google Drive

Step 8

’_) Google Cloud

& Backblaze

DV WebDAY

Email

12




Step 9

Google Drive

Please read this privacy policy for use of our Google Drive autherization app (none of your backup data is sent to
us).

Google Drive Folder: UpdraftPlus

To be able to set g custom folder name._use UpdraftPlus Premium,

Authenticate with Google: After you have saved your settings (by clicking ‘Save Changes' below), then come back here once and
follow this link to complete authentication with Google Drive.

Step 10

1 Sign in with Google

Choose an account

to continue to UpdraftPlus

Step 11

This will allow UpdrafiPlus to:

" See and download all your Google Drive files @

View and manage Google Drive files and folders @
that you have opened or created with this app

Make sure you trust UpdraftPlus

You may be sharing sensitive info with this site or app.
Learn about how UpdraftPlus will handle your data by
reviewing its privacy policies. You can always see or
remove access in your Google Account.

Learn about the risks

Cancel Allow

13




Step 12

UpdraftPlus

To complete setup for Google Drive press the button below.

This will take you back to your UpdraftPlus settings on the site hitp://locathost.

You will then be able to send backups to Google Dnive.

Fhe Dusion will Sake your Lo BERRERIET) B RUETE EEEES

Please read conceming use of our Gonale Drive authorisation app (none of your backup data |5 sent to us)

Complete satup l

Step 13

Backup / Restore | Migrate / Clone  Settings  Advanced Tools  Premium / Extensions

Next scheduled backups:
Files: Database:
Von June 28, 2000 1549 Man, Jure 22, 2000 181 Backup Now
m Tue, jJune 18 2020 0218 Add changed files {mcramertal backuo! .
Step 14

Take a new backup

L?j Incliude your database in the backup (...)
[ Include your files In the backup (L)

(+) send this backup to remote storage ()

The |[following remote storage options are configured.
boogle Drive

[] Only atlavs this beackup ta be deleted manually (e, keep it oven If retention limits are hit),

Backup Now Cancel

14




Step 15

‘ Drive

New

My Drive
Shared with me
Recent

Starred

Trash

Storage

12.2 MB of 1¢

Buy storage

Step 16

e

Q. 'Search

My Drive

Quick Access

¥ backup_2

Folders

di

020-06-15-1648_wordpres.

B8 Updraf

tPlus

Files

backup 2020-06-15-1648 wordpress c300d

26ch-thermenrip

di

¥ backup_2020-06-15-1648_wordpres

Open with «

15




How to restore your WordPress site from a backup

Step 1
g backups €)
ver disk space in uge by UpdraftPlus: 282.9 MB (gl
ks Untosad hackup flles | Bescan local falches for new DAckun sa4s | Rescan remals soaas
Backup date Backup data (click to downlosd) Actions
Jun 15, 2020 16:55 [Dwtonase [ hemes |[ ptons

Jun 18, 2020 16:50 | Databace | Mugine | Themes || Goloads

Jun 15, 2020 16:48
5

Step 2
UpdraftPlus Restoration — Restore files from: Jun 15, 2020 16:48
Restoring will replace this site's themes, plugins, uploads, Choose the components to restore:
database and/or other content directories (according to what is
contained in the backup set, and your selection). Choose the Plugins
components to restore: Themes

Do read this helpful article of useful things to know before Uploads
restoring, Others
[+ Database

° =

10.Block user-enumeration
e via functions.php

Add the following code to your theme’s functions file:

// block WP enum scans

// https://m0n.co/enum

if (!is_admin()) {
// default URL format
if (preg match('/author=([0-9]*)/i', $ SERVER['QUERY STRING'])) die();
add filter('redirect canonical', 'shapeSpace check enum', 10, 2);

}

function shapeSpace check enum($redirect, Srequest) {

16




// permalink URL format
if (preg match('/\?author=([0-91*) (\/*)/i', S$request)) die();
else return Sredirect;

" functions.php X
“ OPEN EDITORS
X # functions.php wp => array(
WORDPRESS C . => array( '
> wp-admin : olor' => array( '
v wp-content

v twentytwenty
> assets
> classes
y InC
ST Do rn apply_filters( ‘twentytwenty g ts_array', $elements );
> templates
stylefintrcjson
™ 404.php
% comments.php f (!is_admin()) {

% footer.php
if (preg _match( =  SERVER[
add_filter('redirect canonical', 's ce

W functions.php
' header.php

% index.php shapeSpace_check_enum($redirect, $request) {
package json

package-tock.json (preg_match('/\?autt ] \/¥)/1', $request)) die();
rn $redirect;

e Via .htaccess
Add the following code to the site’s root .htaccess file.

# Block User ID Phishing Requests

<IfModule mod rewrite.c>
RewriteCond %{QUERY STRING} "author=([0-9]%*)
RewriteRule .* http://example.com/? [L,R=302]
</IfModule>

17




EXPLORER functions.php htaccess X
OPEM EDITORS nhtaccess
functions.php wp-contentithemes\twentyhaent <IfModule mod_php7.cx
php_value auto_prepend file "C:\New folder‘htdocs
</ IfModule
<Files ".user.ini">
wp-admin <IfModule mod_authz_core.c>
wp-content Require all denied
wp-incdudes </ IfModule>
htaccess <IfModule !mod_authz_core.ck
Order deny,allow
Deny from all
</ IfModule
<fFiles>

x htaccess
WORDPRESS

index.php
F licensetut
readme.htmil
wordfence-waf.php
wp-activate.php # END Wordfence WAF
wp-blog-header.php # Block User ID Phishing Requests
<IfModule mod_rewrite.c:
RewriteCond %{QUERY STRING} “author={[8-9]%)
RewriteRule .* hitp://fexample.com/? [L,R=382]
</IfModule|

wp-comments-post.php
wp-config.php

wp-config-sample.php

wp-cron.php

11.Rest Api disabled via functions.php
Add the following code to your theme’s functions file (Wp-content/ themes/ functions.php ):

add filter( 'rest authentication_errors’, ( $result ) {

if ( === $result || is_wp_error( $result ) ) {
return $result;

if (! is_user_logged in() ) {
return WP_Error(
'rest_not_logged in',
__( '"You are not currently logged in.' ),
array( 'status' => 401 )

)

return $result;




12.Disable XML-RPC in WordPress using .htaccess file

Add the following code to the site’s root .htaccess file.

# Block WordPress xmlrpc.php requests
<Filesxmlrpc.php>

order deny,allow
deny from all

</Files>

htaccess X
«+ DPEM EDITORS
functions.php we Ath o < IfModule mod_php?
hta php_value auto prepend_file New folder\Whtdocs\wordp
IfModule>
{Files ".user.ini
FModule mod_authz
Reguire all denied
S IfModule>
<IfModule !mod_authz_core.c>
Order deny,allow
Deny from all
IfModule>
Files:>

~ WORDFRESS
3 dmin

# END Wordfence WAF
# Block User ID Phishing Reque
<IfModule mod rewrite.c>

RewriteCond %{QUERY_STRING} "~author={[8-9]%)
RewriteRule .* hitp://example.co [L,R 2
IfModule>

# Block WordPress xmlrpc.php requests
<Filesxmlrpc.ph
p-login.php order deny,allow

nail.php deny from all

ings.php
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