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1. WordPress @028 B30.

05® WordPress esoedmoenes https://wordpress.org  ©cwo Wordpress gz 00 ¢l8ewsy
CHOS »1.
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(‘:’m # wordpress 31 B0 4 New
@ Dashboard You have the latest version of WordPress. Future security updates will be applied automatically.

Learn more about WordPress 5.4.1.

Home

Updates (1

Plugins
# Posts The following plugins have new versions available. Check the ones you want to update and then click "Update Plugins".
B Pages —
[1 Salact all



https://wordpress.org/

2. o53®s e plugins D23 BBe.

WordPress §c 910©0w» wdmls wos 80, ¥ed ony®s ww plugins ¢ wdnmBEns B3
20D ENWOBID). 8106 eFTOE HWEHNO BOD Gdween &iJod) ¢uIv HmEDCET D
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Plugins w8 B3®.

The following plugins have new versions available. Check the ones you want to update and then click "Update Plugins”.

@& Dashboard

Update Plugins

Home

Updates (2 —
= ¥ select Al

Akismet Anti-Spam
A- ou have version 4.1.5 installed. Update to 4.1.6. View version 4.1.6 details,
Compatibility with WordPress 5.4.2: 100% (according to its author)

A Posts
07 Media

B Pages —
g [ Select Al

P comments

]

Update Plugins

# Appearance

o ® @O BDED B3O,

Themes
Comments
The following themes have new versions available. Check the ones you want to update and then click “Update Themes”,
Appearance Please Note: Any customizations you have made to theme files will be lost. Please consider using child themes for modifications.
¢ Plugins % =
Update Themes

Users

)  select Al

%] Twenty Nineteen

E You have version 1.5 installed. Update to 1.6

Select All

Plugins emdcowzsizn 80, @® B8Eed 8w »E ¢ynw;

e Plugin 88a¢ d&u0.
e 38 plugin O ee®er ecem ) WIDD WS B WBIH
o OF HENon gDm® mE N OwsT.

contact form plugin, WAF, backup plugin e security plugin w» plugins €08z B8® egeg ©D.
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e WAF — wordfence plugin

¢+ Contact form plugin — wp forms

< Backup plugin — updraft
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1D Added Title
9843 2019.08-28 Updranplus < 1 £ Xe
29840 2019-08-28 Updraftplus < 1.9.64 - XSS
1

918 2015-04-20 UpdraftFPlus Backup & Restoration 1.9.6.3 - Cross-Site cripting (XS55)

k
781 2015.02.03 UpdrattFPlus < 1.9.50 « Frivilege Escalation via Nonce Leakage«
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https://wpvulndb.com/

How to change password in a WordPress account.

¥ Appearance

Er Plugins 3

o Users

All Users

Account Management x

MNew Password password [ ¢ Hide “ Cancel I
Very weak

Confirm Password (] Confirm use of weak password

Account Management

MNew Password [ diS2sm3nmdmd5252 ]I:

Strong

Sessions

You are only logged in at this location.

Update Profile
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# Block the include-only files.
<IfModule mod rewrite.c>

RewriteEngine On
RewriteBase /

RewriteRule “wp-admin/includes/ - [F,L]

RewriteRule !“wp-includes/ - [S=3]

RewriteRule “wp-includes/[~/]+\.php$ - [F,L]

RewriteRule “wp-includes/js/tinymce/langs/.+\.php - [F,L]
RewriteRule “wp-includes/theme-compat/ - [F,L]

</IfModule>

# BEGIN WordPress ¢s¥50 9nEs3 0®w mdw ¢n.

Flle Edit  Selwction View

I

v OFEN EDITORS
ntaccess
WORDPRESS
wp-admin
» wp-content
wiinetudes

htaccess

ader.php

wp-comments-post.php

n wp-config-sample,php

' wp-config.php

N wp-cronphp

" wWp-links-opmLphp
wp-load.php

* wp-loginphp
wp-mall.php

N wp-settings.php

gnup.php
v wp-trackback.php

' xmirpe,php

Help hesccuns - wordprass - Visual Studio Code

hlaccess X

# Block the include-only files.

<IfModule mod rewrite.c>

Rex eEngine On

RewriteBase /

RewriteRule Awp-admingincludes/ [F,L]

RewriteRule !"wp-incluc [$=3]

RewriteRule “wp-includes/[*/]+\.phps - [F,L]

RewriteRule “wp-include tinymce/langs/.+\.php [F,L]
RewriteRule “wp-include heme - compat/ [F,L]
</IfModule>

BEGIN WordPress
The directives (lines) between "BEGIN WordPress' and “END WordPress' are

"
"
# dynamically generated, and should only be modified via WordPr filters.
"

Any changes to the directives between these markers will be overwritten.
<IfModule mod_rewrite.c>
RewriteEngine On
RewriteBase /wordpress/
RewriteRule ~index hp$ (L)
RewriteCond B{REQUEST_FILENAMEY |-
RewriteCond B{REQUEST_FILENAME} !-d
RewriteRule . /wordpress/index.php [L)
</1IfModule>

" END WordPress

5. wp-config.php gosf8mmcencs

R0 »Om0 OB 88O O .htaccess e8m 5O, e®wWO g1 BB 5wy ¢oIms gdHC BB
00w 98 emInd PHEO(PVEBI®) YBCECH BE Y.




<files wp-config.php>
order allow,deny

deny from all
</files>

File

i

Edit Selection View Go Run Teminal Help

htaccess - wordpress
hiaccess X
 OPEN EDITORS
htaccess
allow,deny
from all

WORDPRESS
wp-admin

.php

up-inclu
wp-blog-header.php

wp-include
Awp-include

iteRule

iteRule

iteRule
IfModule:

w.php - [F,L]

aon.pl
wp-links-opml.php

=TT between 'BEGIN WordPre

# dynamical uld only be modified

6. WordPress admin & emip) e@dxed B3© ¢80 .

and “END WordPress™ are
a WordPress filters.

WordPress dashboard &= @8z3 ¢:6®0»edcd@® administrator @ plugins o @@ 128 php emin

e0med BIOO ¢Dedd @ of.

Plugins === P|ygin Editor

Updates (2

Welcome to WordPress!

wW ) mble yme link t get yvou

»»

o

Posts

Media

Get Started

Pages
ze Your Site
Comments

rthems

omplately
Appearance

tnstalled Plugims

Add New

Plugin Editor (I

No Information yet

Site health checks will automaticall

run period

cally to gather info

You can also visil the Site Health screen to gather information about ye

Next
B
-+
[ <> BB

mation abc

Wl site




Appearance =) Theme Editor

Posts

31 Media Get Started

Pages |
Customize Your Site
Comments -
mplataly é
Theames
g
Plugins (4 Customize
Widgets
Usors e
Menus
lools
Background
Settings No information yet
]
Hapse menu S ( S will automatically run periodically to gather information

1¢ Health screen to gather Information about youl

@® »iw PHOED HwFO® WD B O Bwo wEOsewmO login form &= HSwo
G RODO0 ReEdD 8dEO®E vl ecx 8ed tool O e®w .

WordPress & evizn) edmed BE® ¢80 05 gomade.

define (“DISALLOW_FILE_EDIT” true);

= wp-activate.php
' wp-blog-header.php

define(
define("D

" wp-trackback.php

* xmirpc.php

Above this line
f ( ! defined
define( 'A

ce ABSPATH .

> OUTLINE
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Firewall

Leaming Mode Until June 19, 2020 Presmium Protection Disabled
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file:///C:/Users/SRI/Downloads/Wordfence.pdf
file:///C:/Users/SRI/Downloads/Wordfence.pdf
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*  (CRHEED sVHDO.
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= Blacklist (e®> @¢» IP range &= ).
=  Whitelist (e@s@¢» ip range o).
e Dynamic blacklist.
* 003 gdded Bdn Bwimom® Admin »O s3wwr BEOO ¢Ded0d Erede wsim.
e Strict mode 88ac¢ ¢i;n® 86.
* CMMOC gDWRDOW VDS @M W SOVEO WO Bede 8 siuuid.
o »Bowm 0wcdd® ovdr O Cedwd uBFu BIE.

8. a5 w88 90 nBsT 0=T8D.

Administrative 8€ne®8 5H® edmn e wosim.

Aadministrative account = ©;2@®2, admin ewd webmaster 928 swgedst exy®iy »E ViR 888E®
B® 520w0s5T HOm ermE YRB. DB »O® wBn Ge® DR YWICmBLY 8Hcee® aDedd D&we.

# g ss
% | ssproject Your WordPress

i = ID user_login user_pass
+_ 4 test

-
= — | wordpress
]

"o New
I+-x wp_commentmeta
+ - wp_comments [ Showall | Numberofrows: |25 w Filter rows- | Search this table

]
+_ i wp_links

Database oy @ Delete 1| admin SPS$Bjmi1.gRn2kxcy7sbxzddZ72Q/9

X} -+ [J Check all With selected Edit 3« Copy @ Delete I Export

o

T_! wp_options Query resuits operations

T-_f, wp_postmeta

T__f wp_posis
T—,f wp_termmeta

(&} Print 3< Copy to clipboard & Export g, Display chart |§] Create view

|+_‘.4 wp_terms [EL Bookmark this SQL query 3
T__,a wp_term_relationships o i i
'f"f“" e b iy Cabat: [] Let every user access this bookmark
* s
+-~.¢ wWp_users I
-.0-_! wp_wiblockedipiog
| Browse o Structure [/ SQL . Search 3¢ Insert &

Run SQL query/queries on table wordpress.wp_users: 4 |

UPOATE wp_users SET user_login ="newuser” WHERE user_login="admin®;

i

New Username




+ Options
— | — v ID user_login user_pass

[ 3 dit %: Copy @ Delete 1 |newuser SPSBjmi1.gRn2kxcy7sbxzddZ72Q/9N

o

7 (] Check all Vith selected” P Edit 3« Copy @ Delete 5 Export

9. e¥m cvedow endsy backup B8®

®e® WordPress 008 gqtded SmEsow emmnd® o @O mmBm 38 @838, w8 gwid,
s88emwesied D108® wy v IcDI® DEE Ved ¢¥m DEO wB) 8O DT DR B aBnw Dreeny
©D.

WordPress 008 a@dwx sy ©wwn omnd®elE eahecs backup plugin &= ©sws backup moomxsisn
gmdw ACY. @@ wewo UpdraftPlus plugin &= D&k ggeges.

8wedo 1

# wordpress <32 4+ New

@ Dashboard P|ugin;

;f Posts All (2) | Inactive (2) | Update Available (1)

Media | Bulk Actions v H Apply l

Pages ] Plugin Description
Comments — . . - ) . ) ) )
[ | Akismet Anti-5pam  Used by millions, Akismet is quite possibly the best way in the world to protect your blo

Activate | Delete activate the Akismet plugin and then go to your Akismet Settings page to set up your A

Appearance . ) . ;
Version 4.1.5 | By Automattic | View details

Plugins 1

¥ There is a new version of Akismet Anti-Spam available. View version 4.1.6 details or update now

8wds 2

Keyword v pdraft

10




8wdo 3

UpdraftPlus WordPress Backup Plugin Install Now l
Backup and restoration made easy. Complete backups; More Details

manual or scheduled (backup to Dropbox, S3, Google

Dnive, Rackspace, FTP, SFTP, email + others).

UpdraftPlu

{3.548)

2+ Million Active Installations

8wds 4

8y UpdraftPius.Com, DavidAnderson

Last Updated: 3 weeks ago

v Compatible with your version of WordPress

UpdraftPlus WordPress Backup Plugin Activate

Backup and restoration made easy. Complete backups; More Details
manual or scheduled {(backup to Dropbox, S3. Google
Drive, Rackspace, FTP, SFTP, email + others).

Updraftilus

(3.548)

2+ Million Active Installations

Last log message:

Permalinks

By UpdraftPius.Com, DavidAnderson

Last Updated: 3 weeks ago

v Compatible with your version of WordPress

(Nothing has been logged yet)

Existing backups )

P More tasks: Upload backup files | Rescan

Wordfence @

11




Step 6

UpdrattFlus.Lom | Premium | Mews | lwitter | support | Newsletter sign-up | Lead developer's homepage | FAUS | More plugins - Version: 1.76.45

Backup / Restore Migrate / Clone Settings Advanced Tools Premium / Extensions

Files backup schedule'/ Fortnightly | and retain this many scheduled backups: '\
Database backup schedule: and retain this many scheduled backups: \

To fix the time at which a backup should take place, (e.g. if your server is busy at day and you want to run
overnight), to take incremental backups, or to configure mare complex schedules, use UpdraftPlus Premium

8wds 7

®® Remote storage ece Google Drive oo e¢sfeosy 50 (eems swngm®c a 8s wim.);

Choose your remote storage

(tap on an icon to select or (') UpdraftPlus Vault ? [ FTP | S3.Compatible (Generic)
unselect):
o Dropbox '. Microsoft Azure n‘ OpenStack (Swift)
Choose remote Amazon 53 | SFTP / SCP DreamQbjects
storage
ﬂ Rackspace Cloud Files ’) Goagle Cloud Email

{‘ Bac kbla:e

£ Microsoft OneDrive DWW WebDAV

You can send a backun to more than one destination with an add-on,

Google Drive

8wdo 8

12




8w6ds 9

Google Drive

Please read this privacy policy for use of our Google Drive autherization app (none of your backup data is sent to
us).

Google Drive Folder: UpdraftPlus

To be able to set g custom folder name._use UpdraftPlus Premium,

Authenticate with Google: After you have saved your setfings (by clicking_ ‘Save Changes' below), then come back here once and
follow this link to complete authentication with Google Drive.

8weds 10

1 Sign in with Google

Choose an account

to continue to UpdraftPlus

8wedo 11

This will allow UpdraftPlus to:

&. Seeand download all your Google Drive files @

&. View and manage Google Drive files and folders
that you have opened or created with this app

Make sure you trust UpdraftPlus

You may be sharing sensitive info with this site or app.
Learn about how UpdraftPlus will handle your data by
reviewing its privacy policies. You can always see or
remove access in your Google Account.

Learn about the risks

Cancel Allow

13




8wdso 12

UpdraftPlus

To complete setup for Google Drive press the button below.

This will take you back to your UpdraftPius settings on the site hitp://localhost

You will then be able to send backups (o Google Drive.

Tho bution will take you 1o LSRN IR O drnin 1 php?action=updratmethod-goo RIS

Please read conceming use of our Gooale Drive authorisation app (none of your backup data Is sent to us)

Complete setup

8w6ds 13

Backup / Restore | Migrate / Clone  Settings  Advanced Tools  Premium / Extensions

Next scheduled backups:
Files: Database:
Von June 28, 2000 1849 Man, Jure 22 2000 14831 Backup Now
m Tue, June 16 2020 02:18 Add changad fies {ncramental backuol .
8weds 14

Take a new backup

[v] Include your database in the backup (...)
[ Include your files In the backup (L)

(+) Send this backup to remote storage (a..)

e following remote storage options are configured.
() [coogle Drive

[] Only atlavy this bBeckup ta be deleted manually (e, kewep it even if retention limits are hit),

Backup Now Cancel

14
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L Drive

My Drive
2> Shared with me
Recent

Trash

C,
¥%  Starred
o

= Storage
22MBof1
Buy storage
8wdd 16

Q, Searchin Drive

My Drive

Quick Access

Folders

BB UpdraftPlus

Files

backup Sty -0 wordpress c30od 20Ch-themensip
Kup_2020-06-15-1648 300 el 26c5-th

o

15
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®ed® WordPress @08 ¢&28w backup BE0RB5T ©e30 530m CRo®5I5¥0 Gomsw

8wos 1
g backups €)
ver disk space in uge by UpdraftPlus: 282.9 M8 rglish
ke Untoad hackup Hlles | Bescan local falcler for new Dackun sads | Rescan remals soaas
Backup date Backup data (click to download) Actions
Jun 15, 2020 16:55 | Dotatiase | Themes || Gsions

Jun 15, 2020 16:50 | Databace || Mogine || Themes || Gplosas
Jun 15, 2020 16:48

“

Bwds 2
UpdraftPlus Restoration — Restore files from: Jun 15, 2020 16:48
Restoring will replace this site's themes, plugins, uploads, Choose the components to restore:
database and/or other content directories (according to what is
contained in the backup set, and your selection). Choose the Plugins
components to restore: Themes
Do read this helpful article of useful things to know before Uploads
restoring, Others
Database

° =

10.User name 9= 90w 8¢ m0m ¢m0ess gndd® gd8c KB3e.
e functions.php »Swmo

Red o@D g functions @m0 e®® emw g EH DOBIH:

// block WP enum scans
// https://mOn.co/enum
if (!is_admin()) {
// default URL format
if (preg_match ('"/author=([0-91*) /1", $_SERVER[ 'QUERY_STRING' 1)) die();
add filter('redirect canonical', 'shapeSpace check enum', 10, 2);
}
function shapeSpace check enum($redirect, S$request) {
// permalink URL format
if (preg match('/\?author=([0-9]1*) (\/*)/i', Srequest)) die();

16




else return S$Sredirect;

™ functions.php X
“ OPEN EDITORS
X W functions.php
WORDPRESS

> wp-admin

array(
=> array( '
* => array( '
v wp-content
»_plugins
v themes
> twentynineteen
> twentyseventeen
v twentytwenty
> assets
> classes
 INC
g n apply_filters( 'twe nts_array', $elements );
> templates
stylelintrcjson
404.php
% comments.php if (!is_admin()) {
# footer.php
W functions.php

if (preg_match( = 1 » $ SERVER[
add_filter('r : A

* header.php
Rodcatin shapeSpace_check_enum($redirect, $request) {

package.json 1

package-tock.json (preg_match( ' /\2autr \/*)/1', $request)) die();
¢ printcss n $redirect;

F readme.ixt

e .htaccess ®wdwo
@08 gtded root .htaccess @0nO swm DB FRCH DOTIB.

# Block User ID Phishing Requests

<IfModule mod rewrite.c>
RewriteCond ${QUERY STRING} "~author=([0-9]%*)
RewriteRule .* http://example.com/? [L,R=302]
</IfModule>

17




EXPLORER functions.php htaccess X
OPEM EDITORS nhtaccess
functions.php wp-contentithemes\twentyhaent <IfModule mod_php7.cx
php_value auto_prepend file "C:\New folder‘htdocs
</ IfModule
<Files ".user.ini">
<IfModule mod authz_core.c>
wp-content Require all denied
wp-includes </ IfModule>
htaccess <IfModule !mod_authz_core.ck
Order deny,allow
Deny from all
</ IfModule
<fFiles>

x htaccess

WORDPRESS
wp-admin

index.php

F licensetut
readme.htmil
wordfence-waf.php

wp-activate.php 3 _END Wordfence WAE
wp-blog-header.php # Block User ID Phishing Requests
{IfModule mod_rewrite.c>
RewriteCond %{QUERY STRING} “author={[8-9]%)
RewriteRule .* hitp://fexample.com/? [L,R=382]
</IfModule|

wp-comments-post.php
wp-config.php

wp-config-sample.php

wp-cron.php

Red ex¥®ed functions file (Wp-content/ themes/ functions.php ) ©m0 svn emw g
OB

add filter( 'rest authentication_errors’, ( $result ) {

if ( === $result || is_wp_error( $result ) ) {
return $result;

if (! is_user_logged_in() ) {
return WP_Error(
'rest_not_logged in',
__( "You are not currently logged in."' ),
array( 'status' => 401 )

)5

return $result;




12. .htaccess file ©:8» =6 WordPress & XML-RPC @B 85®

swm eme @0 glded root .htaccess @00 g ®OBIB.

# Block WordPress xmlrpc.php requests
<Filesxmlrpc.php>

order deny,allow
deny from all

</Files>

Jtaccess X

OFEM EDITORS
functions.php wp £t - <IfModule mod_php7

i php_walue auto_prepend_file * New folder\htdocs\wordp
IfModule>
<Files ".user.ini">
<IfModule mod_ auth
Require all denied
IfModule>
fModule !'mod_authz_core.c>
Order deny ,allow
Deny from all
IfModule>
Files>

~ WORDFRESS
; admin

# END Wordfence WAF
# Block User ID Phishing Reguests
<IfModule mod_rewrite.c>
RewriteCond %{QUERY_STRIMG} ~autho
RewriteRule .* http://,
</ IfModule>

# Block WordPres
<File=xmmlrpc.php
order deny,allow
deny from all
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