
 

                                      

                                                                                                                      

                                                                                                                                                                                               

 
 

HELPING YOU SECURE YOUR INFORMATION ASSETS 

 

 

Ng/];Gf;if ghJfhg;ghff; ifahs;tJ vg;gb? 

 
Ng/];Gf; vd;gJ cyfg; gpurpj;jp ngw;w XU r%f tiyj;jskhFk;. r%f tiyj;jsk; vd;gJ 
,izak; %ykhf xUtH kw;wtHfSld; r%fj; njhlHGfisg; NgZk; xU KiwahFk;.  
,jd; %yk; epow;glq;fs; ghpkhw;wk;> epfo;;g;glq;fs; ghpkhw;wk;> md;whlk; eilngw;w epfo;Tfs; 
gw;wpa tplaq;fs; ghpkhw;wk; nghd;wit mjpfkhf eilngWk; nray;fshFk;. jw;NghJ 300 
kpy;ypaDf;Fk; mjpfkhd egHfs; Ng/];Gf;ifg; gad;gLj;JtjhfTk; ruhrhpahf xU ehspy; 6 
gpy;ypad; epkplq;fSf;Fk; Nky; Ng/];Gf;fpy; fhyk; fopg;gjhfTk; Gs;sptptuq;fs; njhptpf;fpd;wd. 
 
rkPgj;jpy; Nkw;nfhs;sg;gl;l fUj;jha;Tfspd;gb> fPo;f;fhZk; tplaq;fs; Ng/];Gf;fpd; 
ed;kjpg;Gf;fpw;fhd fhuzpfshf milahsk; fhzg;gl;Ls;sd. 

  jilapd;wp epow;glq;fs; kw;Wk; epfo;;g;glq;fisg; Ng/];Gf; tiyj;jsj;jpDy; 
NkNyw;Wtjw;Fk;> ez;gHfSf;fpilNaAk; ghpkhw;wk; nra;tjw;Fk; ,aYik  

  cWg;gpdHfs; md;whlk; xt;nthU epkplKk; jkJ ez;gHfs; <Lgl;bUf;Fk; nraw;ghLfs; 
gw;wp mwpe;Jnfhs;s ,aYik 

  Ng/];Gf;fpDs; ,Uf;Fk; jkJ ez;gHfSld; ,izak; rhHe;j tpisahl;Lf;fspy; <LgLjy; 

  jkJ ez;gHf;F ,-ghpR (kpd;-ghpR) fis mDg;Gk; trjp 
 
,j;jid mD$yq;fs; ,Uf;fpd;w NghJk; ve;jnthU njhopy;El;gj;jpYk; FiwghLfs; ,Ug;gJ 
Nghd;W Ng/];Gf;fpYk; jdpeghpd; Rje;jpuk; gw;wpag; gpur;rpidfs; cs;sd. fle;j 3-4 tUlq;fspy; 
Ng/];Gf; ghtidahsHfisf; Fwpf;Nfhshff; nfhz;L elj;jg;gLk; mj;JkPwy;fs; 
mjpfhpj;jpUg;gNjhL jdpegH me;juq;fj;jpw;F mr;RWj;jyhfTk; mike;Js;sJ. 
 
,izak; rhHe;Js;s r%f tiyaikg;G cq;fisg; gw;wpAk;> cq;fs; nraw;ghLfs; Fwpj;Jk;> 
ePq;fs; ,Uf;Fkplk; kw;Wk; ePq;fs; njhlHG nfhs;Sk; egHfs; gw;wpa tpguq;fis VidNahH mwpe;J 
nfhs;s toptFf;fpwJ. ,j;jfty;fs; rpyNtis cq;fs; capUf;Nf Mgj;J tpisf;fyhk;. 
 
Ng/];Gf; Nghd;w r%f tiyaikg;igr; rhHe;j ,izaj; jsq;fspy; ghJfhg;ghfg; gtdp 
tUtjw;F ehk; gy topfisf; ifahsyhk;. mj;jifa mZF Kiwfisf; fPNo fhz;f: 
 

 1. https://www.facebook.com vd;w URL f; nfhz;L Ng/];Gf;fpDs; gpuNtrpaq;fs;. ,jd; 

%yk; cq;fs; ufrpa thHj;ijiaj; (password) jpUb cq;fs; ,iza gf;fj;jpDs; Eioa 
Kw;gLk; egHfsplkpUe;J ghJfhj;Jf; nfhs;syhk;. 

 2. FWe;jfty; (SMS) rhHe;j cWjpg; gLj;Jk; Kiwiaf; ifahs;jy;. (,e;j Kiwiaf; 
ifahSk; NghJ Ng/];Gf;fpDs; gpuNtrpg;gjw;F Kd; FWe;jfty; %yk; 
cl;nrYj;jNtz;ba xU FwpaPL mDg;gg;gLk);. 

 3. cq;fspd; jdpg;gl;l tplaq;fs; gw;wpa jfty;fisg; Ng/];Gf;fpw;F toq;Ftij 
Kbe;jtiuj; jtpHj;Jf; nfhs;Sq;fs;. (Kf;fpakhf cq;fs; Kfthp> gpwe;j jpfjp 
Nghd;wit). தனியுரிமை அமைப்பு (Privacy setting) %yk; gfpuq;fg; gLj;jg;gLk; jfty;fis 
kl;Lg;gLj;jyhk;. 

 4. xt;nthU jlitAk; Ng/];Gf;fpDs; gpuNtrpf;Fk; NghJ cq;fsJ kpd;dQ;rYf;F xU 

jfty; (notification) mDg;Gk; tifapy; jdpAhpik mikg;gpy; khw;wq;fs; nra;athk;.  

 5. GJ ez;gHfis ,izj;Jf; nfhs;Sk; NghJ Kjypy; kl;Lg;gLj;j tpjj;jpy; cq;fs; 
tpguq;fs; mtHfSf;Fj; njd;gLk; tpjj;jpy; jdpAhpik mikg;gpid khw;wk; nra;Aq;fs;. 
GjpaTHfis ,izj;Jf; nfhz;ljd; gpd; mtHfspd; eltbf;iffs; gw;wp tpopg;Gld; 
,Uq;fs;. 

 6. Ng/];Gf; Nghd;w Njhw;wk; nfhz;l Nghyp ,iza jsq;fs; cs;sjhy; jfty;fis 
toq;Ftjw;F Kd; vr;rhpf;ifAld; ifahSq;fs;. 
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gp~pq; kpd;dQ;ry; vd;gJ gadhsH f;spf; nra;jTld; mtH mwpahkNy itu]; jhdhfNt 
,wf;fk; nra;ag;gl;L fdzpapDs; ];jhgpjk; nra;Jnfhs;tjw;fhfNt cUthf;fg;gl;ljhFk;. 
 
cq;fsJ (tiyj;jsj;jpDs;) cl;nry;Yk; jfty;fisj; jpULk; Nehf;fpy; jahhpf;fg;gl;l 
,izg;Gthpfs; Ng/];Gf; Nghd;w Njhw;wk; nfhz;l Nghyp ,izaj;jpw;F cq;fis 
mioj;Jr; nry;yf; $Lk;.  

 
ePq;fs; https://www.facebook.com URL iy gad;gLj;jp Ng/];Gf;fpDs; gpuNtrpf;Fk; NghJ 

b[ply; rhd;wpjiyg; ghprPypg;gjpd; %yk; ,izaj; jsj;jpd; ek;gfj;jd;ikia cWjp 

nra;J nfhs;s KbAk;. Ng/];Gf; Nthy; (facebook wall)> gP/l;]; (feeds)> kw;Wk; nra;jpfspy; 

(Messages) fhzg;gLk; ,izg;Gthpapd; kPJ f;spf; nra;Ak; NghJk; ,ijg; Nghd;w epfo;T 
eilngwf; $Lk;.      

 
 7. xU egiu ez;gdhfNth ez;gpahfNth ,izj;Jf; nfhs;tjw;F Kd; ed;F Nahrpj;J 
KbntLq;fs;. mtH cz;ikahfNt cq;fSf;Fj; Njhoik miog;G tpLj;Js;shuh vd;gij 
kpd;dQ;ry; %yNkh my;yJ njhiyNgrp %yNkh njhlHG nfhz;L cWjp nra;J 
nfhs;Sq;fs;.  

 8. Ng/];Gf; %yk; rk;gh~id (Chatting) nra;aTk; ,aYk;. mwpKfkp;y;yhj egHfSld; 

rk;gh~id (chatting) nra;tijj; jtpHj;Jf; nfhs;Sq;fs;. NkYk; cq;fis 
milahsq;fhl;lty;y jfty;fisr; rk;gh~idapd; NghJ xUNghJk; toq;f Ntz;lhk;. 
ahuhtJ xUtH njhy;iy jUgtuhf ,Ue;jhy; clNd mtiu ez;gH gl;baypypUe;J 
tpyf;fp tpLq;fs;. 

 9. vspjpy; Cfpf;f Kbahj gykhdnjhU flTr;nrhy;iy gad;gLj;jTk;. mj;NjhL me;j 
flTr;nrhy;iy mbf;fb khw;wTk; kwe;J tplhjPHfs;. NkYk; cq;fsJ kpd;dQ;rYf;Nfh 
my;yJ NtW ve;jtpj ,iza mq;fj;Jtj;jpw;Nfh xNu flTr;nrhy;iyg; gad;gLj;j 
Ntz;lhk;.   

 10. vg;NghJNk ek;gfkhd fzpdpiag; gad;gLj;Jtjd; %yk; kl;LNk Ng/];Gf;fpDs; gpuNtrk; 
nra;Aq;fs;. Vnddpy; me;epa fzpdpiag; gLj;Jk; NghJ mtw;wpDs; cq;fs; jl;lr;R 

juTfisf; nfhs;isapLk; Key Loggers Nghd;w fzpdp epuy;fs; ,Uf;ff;$Lk;.  
 11. cq;fsJ flTr;nrhy;iy kw;wthplk; gfpHe;J nfhs;Sk; NghJ ftdkhf ,Uq;fs;. vspjhd 
flTr;nrhy;iy cgNahfg; gLj;jpdhy; mjid ,yFthf fz;L gpbj;Jtplf;$Lk;.  

 
r%f tiyj;jsk; %yk; ePq;fs; ngWk; mDgtk; cq;fis kfpo;r;rpapd; cr;rj;jpw;F ,l;Lr; 
nry;yf;$Lk;. Mdhy;  gyH jd;idAk; jd; ez;gHfisAk; Mgj;jpy; ,Oj;JtpLk; tifapy; 

ghJfhg;gw;w Kiwapy; nraw;glf;$Lk;. MfNt TechCERT epWtdk; mwpTWj;Jk; tifapy; 

nraw;gLtjd; %yk; Ng/];Gf; ghtidapd; NghJ Vw;gLk; gpur;rpidfis ehk; ngUk;ghYk; 
jtpHj;Jf; nfhs;syhk;.   
ePq;fs; Ng/];Gf;fpidg; gad;gLj;JNghJ Vw;gLk; gpur;rpidfs; rk;ge;jkhf MNyhridfs; VNjDk; 
Njitg;gbd; fPo;fhZk; Kfthpapy; fhzg;gLk; gbtj;jpid epug;gp vq;fSf;Fj; njhpag; gLj;Jq;fs;. 
 
  

If you have any questions, please inform us: 

 

 

 

 

 

 

This document was prepared by the Training Division of LK Domain Registry in collaboration with 

the Internet Society Sri Lanka Chapter.  

For more details please visit http://nic.lk/index.php/training-materials. 

https://techcert.lk/en/report-form 

njhiyNgrp - +94 11 4 462 562 

kpd;dQ;fy; - help@techcert.lk 
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