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        fzpdp itu];fis mwpe;J nfhs;Nthk ;

 

fzpdp itu]; vd;why; vd;d? 

fzpdp itu]; vd;gJ> xU fzpdpapypUe;J kw;nwhU fzpdpf;F jht ty;y> jd;idj;jhNd 
விருத்தி nra;J nfhs;Sk;> fzpdpf;F NfL tpistpf;Fk; xU சிறிய செய்நிரலாகும். ,e;j 
செய்நிரல் cq;fs; fzpdpapYs;s Kf;fpakhd juTfis khw;wNth my;yJ mopf;fNth 
ty;yJ. mNdfkhd itu];fs; epiwNtw;Wj;jF Nfhg;Gf;fspd; ,izg;ghf (attachment to 

executable files) ekJ fzpdpf;Fs; Eiofpd;wd. 

Mifahy; ehk; ,e;j Nfhg;Gf;fis ,af;Fk; NghNjh my;yJ jpwf;Fk; NghNjh itu];fs; 
nray;gl Muk;gpj;J tpLfpd;wd. 

அதிகமாகf; fhzg;gLk; itu]; tiffs; 

fzpdp itu];> ];igntahH> l;Nuh[d; N`hH];> vl;ntahH> t(H)k; nghd;w midj;Jk; 
nky;ntahH tifiar; rhHe;jitahFk;. cq;fs; fzpdpf;F NfL tpistpf;Fk; my;yJ 
ePq;fs; அறியாவண்ணம; cq;fs; fzpdpapYs;s juTfis jpUbf;nfhs;Sk; itu];fs; 
,t;tifiar; rhHe;jjhFk;. 

];igntahH(Spyware) – mjpfkhff; fhzg;gLk; itu]; tifahFk;. ,t;itu]; xU eghpd; 
fzpdpapd; nray;ghLfis mtH அறியாவண்ணம் Nrfhpj;J itf;Fk;. 

vl;ntahH (Adware) – cq;fs; mDkjpapd;wpNa fzpdpapy; jd;id epWtp tpsk;guq;fisj; 
jpiuapy; fhz;gpf;Fk;. NkYk; ,jd; %yk; xUthpd; ,izar; nraw;ghLfspd; juTfs; 
Nrfhpf;fg;gLk;.   

l;Nuh[d; N`hH]; (Trojen Horse) - ,it ed;ik gaf;Fk; nkd;nghUs; Nghy; Njhw;wkspj;J 
fzpdpapy; cl;GFe;J gpd;dH jPq;F tpistpg;gdthFk;. ,t;itu];fSf;Fj; jd;idj;jhNd 
விருத்தி nra;J nfhs;Sk; Mw;wy; ,y;iy. Mdhy; ,J cq;fs; fzpdpapYs;s 
Kf;fpakhdj; jfty;fisj; jpUl ty;yNjhL மட்டுமல்லாமல் xU Fwpg;gpl;l jpfjpapy; 
my;yJ Neuj;jpy; fzpdpiar; Nrjg;gLj;jptpLk; Mw;wy; nfhz;lJ. 

t(H)k; (Worm) - ,it nghJthd itu];fis tpl NtWgl;litahFk;. ,it xU 
கணினியிலிருந்து kw;nwhU fzpdpf;F kdpjdpd; cjtpapd;wpNa jhtp tpLk;. ,t;itu];fs; 
jd;idj;jhNd விருத்தி nra;J nfhs;Sk; Mw;wy; nfhz;lit. cjhudk;: ,t;tif itu]; 
cq;fs; fzpdpapy; gy;fpg; செருகி gpd;dH cq;fsJ ,-nkapy; Kfthp Gj;jfj;ijg; 
gad;gLj;jp ,-nkapyhf gyuJ fzpdpfSf;Fg; gutp tpLk;. gpd;dH me;j fzpdpfspypUe;J 
kPz;Lk; gy fzpdpfSf;Fg; ெரவ Muk;gpj;J tpLk;. ஆகவவ ,j;jifa t(H)k;fs; fzpdp 
tiyaikg;G+lhf RakhfNt guTk; Mw;wy; nfhz;lit. 

itu]; cq;fs; fzpdpf;Fs; vt;thW cl;GFfpd;wJ? 

fzpdp itu];fs; ,-nkapy; %ykhf my;yJ ,-nkapy; ,izg;ghf vspjhf cl;GFfpd;wd. 
,-nkapy; %ykhf guTk; itu];fs; kdq;ftUk; glq;fshfNth> tho;j;Jf;fshfNth my;yJ 
nrtpg;Gy-fl;Gy Nfhg;GfshfNth cq;fis te;jilAk;. MfNt vjpHghuhtpjkhfNth my;yJ 
mDg;GdH ahH vd;W mwpaKbahj ,-nkapy;fisNah mjd; ,izg;GfisNah திறவாமல் 

,Uj;jy; rhyr;rpwe;jjhFk;.  

ePq;fs; ,izaj;jpy; gjptpwf;fk; nra;Ak; NghJ $l ,t;tif itu];fs; cq;fs; 
fzpdpf;Fs; cl;Gf tha;g;Gz;L.  

fzpdp itu];fspd; jhf;fj;jpd; mwpFwpfs;: 

1. fzpdpapd; ,af;f Ntfk; Fiwtiljy; 
2. fzpdp mbf;fb jhdhfNt kPs; Jtf;fkiljy; my;yJ mrhjhud Kiwapy; 

nraw;gLjy; 
3. fzpdpapYs;s nra;epuy;fs; rhptu nray;glhik 
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4. tof;fj;jpw;F மாறான nra;jpfs; (messages) njd;gLjy; 

5. cq;fshy; epWtg;glhj glTUfs; (Icons) திரரயில் njd;gLjy; 

6. cq;fshy; mopf;fg;glhj nra;epuy;fs; mopf;fg;gl;ljhf Njhd;Wjy; 
 

cq;fs; fzpdpia itu];fspd; jhf;fj;jpypUe;J fhg;gJ vg;gb? 

1. ,iza ghtizf;fhf Rthiyr;Rtiu (Firewall) gad;gLj;Jjy;.  

2. fzpdpapd; gzpnrayikg;G (Operating System) kw;Wk; midj;J nkd;nghUl;fisAk; 
,w;iwg;gLj;Jjy; (update) 

3. ,w;iwg;gLj;jg;gl;l ek;gfkhd vjpH-itu]; nkd;nghUisg; gad;gLj;Jjy;. 
4. mwpah %yq;fspypUj;J tUk; ,-nkapy;fisj; jpwthjpUj;jy; 
5. njhpe;j %yj;jpypUj;J tUk; ,-nkapy;fshapUe;jhYk; cs;slf;fj;ij mwpahj 

,izg;Gf;fisj; jpwthjpUj;jy;. 
6. ,-nkapy;fspd; ,izg;Gf;fisj; jpwg;gjw;F Kd; itu]; ghpNrhjid nra;jy;. 
7. re;Njfj;jpw;Fhpa வரலத்தளங்களுக்கு rQ;rhpg;gijj; jtpHj;jy; 

8. ,izaj;jpy; mwpah %yq;fSf;Fj; jk;ikg;gw;wpa jdpg;gl;l tpguq;fis (,-nkapy; 
Kfthp> tq;fpf; fzf;F vz;fs;> fldl;il vz;fs;) toq;fhjpUj;jy; 

9. ,izaj;jpypUe;J gjptpwf;fk; nra;Ak;NghJ ek;gpf;iff;Fhpa 
,izaத்jsq;fspypUe;J kl;Lk; gjptpwf;fk; nra;jy;. 

Rthiyr;RtH (Firewall) vd;why; vd;d? 

Rthiyr;RtH vd;gJ NtnwhU tiyaikg;gpypUe;J ekJ வரலயரமப்பிற்குள்; Eioa 
Kw;gLk; juTfSf;F toptpLjNyh my;yJ jLj;jNyh nra;Ak; xU nkd;nghUNsh my;yJ 
td;nghUshFk;. cjhuzk;: xU epWtdj;jpd; fzpdp tiyaikg;gpd; %yk; ,izaj;jpw;F 
gpuNtrpf;Fk; NghJ> ntsp egHfs; epWtdj;jpd; juTfis இரணயத்தினூடாகf; 
ifafg;gLj;jiyj; jLg;gjw;Fk;> ,izaj;jpypUe;J epWtdj;jpw;Fs; gpuNtrpf;Fk; juTfisf; 
fl;Lg;gLj;Jtjw;Fk; Rthiyr;RtH gad;gLj;jg;gLk;.   

,Nj Nghd;W ekJ jdpegH fzpdpfSf;Fk; Rthiyr;Rtiu epWTtjd; %yk; 
,izaj;jpypUe;J tUk; itu]; jhf;fj;jpypUe;J ghJfhj;Jf;nfhs;s KbAk;. Rthiyr;RtH 
%yk; mjD}lhf nry;Yk; midj;J juTfSk; ghpNrhjidr; nra;ag;gl;L mtw;wpd; 
Nruplq;fSf;fhd mDkjp toq;fg;gLk;. ,it midj;Jk; ghtidahsH toq;Fk; 
tpjpKiwf;F mikaNt nra;ag;gLk;. 

vjpHitu]; (Anti-Virus) nkd;nghUs; vd;why; vd;d? 

vjpHitu]; (Anti-Virus) nkd;nghUs; vd;gJ ];igntahH> l;Nuh[d; N`hH];> vl;ntahH> 
t(H)k; nghd;w midj;J fzpdp itu]; nkd;nghUs;fs; ekJ fzpdpapy; Eioah வண்ணம் 
jLj;jy; Kjy; mtw;iw milahsq; fz;L ePf;Fjy; Nghd;w Kf;fpakhd fhhpaq;fisr; 
nra;tjw;fhf cUthf;fg;gl;l சமன்சொருளாகும;. 

vjpHitu]; (Anti-Virus) nkd;nghUs; vt;thW nray;gLfpwJ? 

vjpHitu]; (Anti-Virus) nkd;nghUs; fzpdp itu];fis வொதரன nra;Ak; kw;Wk; 
milahsq; fhZk; Kiwapy; 2 tpjkhfr; nray;gLfpwJ: 

 Kd;ng mwpag;gl;l itu];fs; cs;sdth vd;W Muha;jy; 

 itu]; vdr; re;Njfk; Vw;gLk; tifapy; nray;gLk; fzpdp nra;epuy;fis Muha;jy; 

முன்பே mwpag;gl;l itu];fs; cs;sdth vd;W Muha;jy; 

,jd;NghJ vjpHitu]; nkd;nghUis cUthf;Fk; NghNj ,dq;fhzg;gl;bUe;j itu]; 
tiffspd; milahsq;fs; mlq;fpa juTj;jsk; xd;W cgNahfg;gLj;jg;gLk;. GjpanjhU 
Nfhg;igg; ghpNrhjidr; nra;Ak; NghJ முன்வெ mwpag;gl;l itu];fs; cs;sdth vd;W 
ghpNrhjid nra;J> mj;jifa itu]; fhzg;gl;lhy; mjid mopj;jy; my;yJ 
jdpikg;gLj;Jjy; (Quarantine) my;yJ Nfhg;G nrk;ikahf;fk; nra;ag;gLk;. ,jd; %yk; 
me;j itu]; guTjy; jLf;fg;gLk;. xt;nthU epkplKk; GJg;GJ itu];fs; 
,dq;fhzg;gLtjhy; itu]; tiffspd; milahsq;fs; mlq;fpa juTj;jsk; 
,w;iwg;gLj;jg;gLfpwJ. MfNt ehKk; ekJ vjpHitu]; (Anti-Virus) nkd;nghUis 
இற்ரறப்ெடுத்தல் %yk; Gjpa itu];fspd; jhf;fj;jpypUe;J vkJ fzpdpiag; ghJfhj;Jf; 
nfhs;syhk;.  
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vjpHitu]; nkd;nghUnshd;iw epWtpa gpd;dH> ekJ fzpdpia Jtf;Fk; NghNj 
vjpHitu]; nkd;nghUSk; nray;gl Muk;gpj;JtpLk;.  
 
itu]; vd re;Njfk; Vw;gLk; tifapy; nray;gLk; fzpdp nra;epuy;fis Muha;jy; 

,jd;NghJ முன்வெ mwpag;gl;l itu];fs; cs;sdth vd;W ghpNrhjid nra;tjw;Fg; 
gjpyhf xt;nthU வகாப்பும;> xt;nthU nra;epuYk; ghpNrhjid nra;ag;gLk;. cjhudkhf xU 

nra;epuy; %yk; fzpdpapd; epiwNtw;Wj;jF Nfhg;gpDs; (Executable File) vOj Kw;gLk; 
NghJ mr;nra;epuy; re;Njfj;jpw;Fhpa nra;epuyhf milahsq; fhzg;gl;L vr;rhpf;if 
tpLf;fg;gLk;. ghtidahshpd; Kbitg; nghWj;J mr;nra;epuy; njhlHe;J nrayhw;w 
mDkjpg;gjh my;yJ fzpdpapypUe;J ePf;fg;gl Ntz;Lkh vdj; jPHkhdk; nra;ag;gLk;. 
,e;jj; njhopy;El;gj;ijg; gad;gLj;Jk; vjpHitu]; nkd;nghUspd; %yk; ,Jtiu 
,dq;fhzg;glhj itu];fspd; jhf;fj;jpd; msitf; Fiwf;fyhk;. 

vjpHitu]; (Anti-Virus) nkd;nghUs; xd;iwj; njhpT nra;Ak; NghJ fUj;jpy; 
nfhs;s Ntz;ba tplaq;fs; vit? 

,d;W cyfpy; gytifahd vjpHitu]; nkd;nghUs;fs; fhzg;gLfpd;wd. MfNt cq;fsJ 
Njitf;Nfw;w vjpHitu]; nkd;nghUisj; NjHe;njLf;f Ntz;Lk;. MapDk; ve;jnthU 
rpwe;j vjpHitu]; nkd;nghUSf;Fk; சொருத்தமான tplaq;fshtd ahnjdpy;: 

1. RakhfNt ,w;iwg;gLj;jpf; nfhs;Sk; Mw;wy; 

2. RakhfNt itu]; ghpNrhjid nra;Ak; Mw;wy; 
3. vjpHitu]; nkd;nghUs; ekJ ,-nkapy; செய்நிரவலாடு ,iae;J nrayhw;Wjy; 
4. vjpHitu]; nkd;nghUs; cw;gj;jpahsH ,w;iwg;gLj;jg;gl;l itu]; tiuaiwfisj; 

njhlHr;rpahf toq;Fjy;. 
5. vjpHitu]; nkd;nghUs; cw;gj;jpahsuhy; Gjpjhf ,dq;fhzg;gLk; itu]; gw;wpa 

rhpahdJk; fhyj;Jf;F nghUj;jkhdJkhd jfty;fis ntspapLjy; 

 

,d;iwa cyfpy; gpurpj;jpg; ngw;w rpy vjpHitu]; nkd;nghUs;fs;: 

1 Kaspersky Lab         6 Trend Micro 

2 McAfee  7 F-Secure 

3 Symantec  8 Sophos 

4 Avast   9 Bitdefender 

5 ESET   10 Microsoft Security Essentials 
 

cq;fs; fzpdpapd; ghJfhg;Gg; gw;wpNah my;yJ VnjDk; itu]; rk;ge;jkhfNth Nfs;tpfs; 
,Ug;gpd; fPo;fhZk; KfthpAld; njhlHG nfhs;sTk;. 

 

If you have any questions, please inform us: 

 

 

 

 

 

 

This document was prepared by the Training Division of LK Domain Registry in 

collaboration with the Internet Society Sri Lanka Chapter.  

For more details please visit http://nic.lk/index.php/training-materials. 

 

https://techcert.lk/en/report-form 

njhiyNgrp - +94 11 4 462 562 
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